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Elixir implementation of the Agent-to-Agent (A2A) protocol — a standard for AI agents to communicate over JSON-RPC 2.0.
A2A gives you behaviour-based agents that run as GenServer processes. Define an agent, serve it over HTTP, or call remote agents — all with idiomatic Elixir patterns.
Pre-release: This library is under active development. The API may change before 1.0.

[!NOTE]
This project is developed with significant AI assistance (Claude, Copilot, etc.)

Features
	Behaviour-based agents — use A2A.Agent generates a full GenServer with task lifecycle management
	Multi-turn conversations — continue tasks with task_id for stateful back-and-forth
	Streaming — return {:stream, enumerable} from agents; SSE over HTTP
	HTTP serving — A2A.Plug handles agent card discovery, JSON-RPC dispatch, and SSE streaming
	HTTP client — A2A.Client for discovering and calling remote A2A agents
	Agent registry — A2A.Registry for skill-based agent discovery
	Supervision — A2A.AgentSupervisor starts a fleet of agents with one call
	Pluggable storage — A2A.TaskStore behaviour with built-in ETS implementation
	Protocol extensions — A2A v1.0 A2A-Extensions header negotiation; ship your own A2A.Extension modules or use the bundled A2A.Extension.Timestamp
	Protocol versioning — A2A v1.0 A2A-Version header negotiation; server accepts 0.3 and 1.0 by default and returns VersionNotSupportedError (-32009) for others, client sends 1.0 on every request
	Telemetry — :telemetry spans and events for calls, messages, cancels, and state transitions

Quick Start
# Define an agent
defmodule MyAgent do
  use A2A.Agent,
    name: "my-agent",
    description: "Does things"

  @impl A2A.Agent
  def handle_message(message, _context) do
    {:reply, [A2A.Part.Text.new("Got: #{A2A.Message.text(message)}")]}
  end
end

# Start and call it
{:ok, _pid} = MyAgent.start_link()
{:ok, task} = A2A.call(MyAgent, "hello")
Agents return {:reply, parts}, {:message, parts}, {:input_required, parts}, or {:stream, enumerable} from handle_message/2. The runtime handles task creation, state transitions, and history — except for {:message, parts}, which answers with a bare A2A.Message and creates no task at all.
Serving over HTTP
A2A.Plug exposes your agent as an A2A-compliant HTTP endpoint with agent card discovery and JSON-RPC dispatch.
# Standalone with Bandit
{:ok, _pid} = MyAgent.start_link()

Bandit.start_link(
  plug: {A2A.Plug, agent: MyAgent, base_url: "http://localhost:4000"}
)

# Or in a Phoenix router
forward "/a2a", A2A.Plug,
  agent: MyAgent, base_url: "http://localhost:4000/a2a"
The agent card is served at GET /.well-known/agent-card.json by default.
Task Access Control
A2A.Plug accepts an optional :authorize_task callback for task-scoped
operations:
forward "/a2a", A2A.Plug,
  agent: MyAgent,
  base_url: "http://localhost:4000/a2a",
  authorize_task: fn operation, task, %{metadata: metadata} ->
    same_tenant? = metadata["tenant_id"] == task.metadata["tenant_id"]
    same_tenant? and operation in [:get, :cancel, :list]
  end
The callback runs before tasks/get, tasks/cancel, and tasks/list responses.
Denied tasks/get and tasks/cancel requests return TaskNotFoundError so
callers cannot distinguish nonexistent tasks from tasks they cannot access.
Calling Remote Agents
A2A.Client discovers and communicates with remote A2A agents over HTTP. Requires the req optional dependency.
# Discover an agent
{:ok, card} = A2A.Client.discover("https://agent.example.com")

# Send a message
client = A2A.Client.new(card)
{:ok, task} = A2A.Client.send_message(client, "Hello!")

# Stream a response
{:ok, stream} = A2A.Client.stream_message(client, "Count to 5")
Enum.each(stream, &IO.inspect/1)
All functions also accept a URL string directly: A2A.Client.send_message("https://agent.example.com", "Hello!").
Multi-Turn & Streaming
Continue an existing task by passing task_id:
{:ok, task} = A2A.call(MyAgent, "order pizza")
# task.status.state => :input_required

{:ok, task} = A2A.call(MyAgent, "large", task_id: task.id)
For streaming agents, return {:stream, enumerable} and consume with A2A.stream/3:
{:ok, task, stream} = A2A.stream(MyAgent, "research topic")
stream |> Stream.each(&process/1) |> Stream.run()
Supervision & Registry
Start a fleet of agents with a shared registry for skill-based discovery. The current registry is a minimal in-memory implementation covering basic lookup and skill-based routing — production use cases with many agents may warrant a custom registry backed by persistent storage.
{:ok, _sup} =
  A2A.AgentSupervisor.start_link(
    agents: [MyApp.PricingAgent, MyApp.RiskAgent, MyApp.SummaryAgent]
  )

# Find agents by skill tag
A2A.Registry.find_by_skill(A2A.Registry, "finance")
#=> [MyApp.PricingAgent, MyApp.RiskAgent]
Installation
Add a2a to your list of dependencies in mix.exs:
def deps do
  [
    {:a2a, "~> 0.2.0"}
  ]
end
Optional Dependencies
Include only what you need:
def deps do
  [
    {:a2a, "~> 0.2.0"},

    # For serving A2A endpoints
    {:plug, "~> 1.16"},
    {:bandit, "~> 1.5"},

    # For calling remote A2A agents
    {:req, "~> 0.5"}
  ]
end
Examples
The examples/ directory contains runnable scripts:
	demo.exs — local agents: simple call, multi-turn, and streaming
	client_server.exs — full HTTP client/server with Bandit and A2A.Client
	supervisor_demo.exs — A2A.AgentSupervisor, registry, and skill-based routing
	extensions.exs — A2A-Extensions header negotiation end-to-end using A2A.Extension.Timestamp

Run any example with:
mix run examples/demo.exs

Development
# Fetch dependencies
mix deps.get

# Run tests
mix test

# Run the full quality suite (format + credo + dialyzer)
mix quality

# Run checks individually
mix format --check-formatted
mix credo --strict
mix dialyzer

Requires Elixir ~> 1.17 and Erlang/OTP 27 or later.
TCK (Protocol Compliance)
The A2A TCK is the official compliance test suite for the A2A protocol. It runs against a live server and validates protocol conformance.
Prerequisites: uv (Python package manager)
# Run MUST-level compliance tests (clones TCK on first run)
bin/tck must

# Run every requirement level
bin/tck all

# Available levels: must, should, may, all (RFC 2119)

The TCK is pinned to a known revision so runs are reproducible; bump TCK_REF
in bin/tck to move to a newer suite.
To run the server manually (e.g. for debugging):
# Default port 9999
mix run test/tck/server_v1.exs

# Custom port
A2A_TCK_PORT=8080 mix run test/tck/server_v1.exs

The TCK runs on every PR in CI and is expected to be green. Known failures
live in test/tck/expected-failures.txt; the
run fails only when the actual failure set differs from that baseline, so a new
regression and a newly-fixed gap are both surfaced. Reports are uploaded as
build artifacts.
Not Yet Implemented
Key A2A spec features not yet covered:
	Push notifications — webhook delivery on task state changes (config
CRUD is implemented; nothing POSTs to a registered URL yet)
	Authenticated extended cards — per-client capability disclosure
	REST / gRPC transports — only JSON-RPC is supported
	Security middleware — agent card signatures and OAuth flows (auth plug,
task ACL hook, and security scheme data modeling are complete)

See SPEC.md for full details and roadmap.
Alternative Implementations
a2a_ex (Hex) takes a different approach to implementing A2A in Elixir. It supports both REST and JSON-RPC transports, covers the v0.3 and v1.0-rc specs, includes a protobuf-style JSON compatibility mode, and is end-to-end tested against the official JavaScript SDK. Where this library focuses on agent runtime and OTP integration, a2a_ex focuses on protocol codec and transport coverage — the two complement each other well.
Links
	A2A Protocol Specification
	Hex Package
	Documentation

License
Apache-2.0 — see LICENSE.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[Unreleased]
[0.3.0] - 2026-09-23
Added
	tasks/resubscribe (SubscribeToTask) reattaches to a running task's event
stream. The first SSE event is the task as it stands, followed by a status
update per state change, ending when the task reaches a terminal state.
A2A.Client.resubscribe/3 is the client half.
An unknown task answers -32001 TaskNotFoundError and an already-finished
one -32004 UnsupportedOperationError, replacing the blanket -32004 the
method used to return for everything. It is gated on the declared streaming
capability and runs the :authorize_task hook under a new :resubscribe
operation.
Subscribers live in the agent's own state and are monitored, so a dropped
connection deregisters itself. A2A.Plug gains :resubscribe_timeout
(default 60_000 ms), which closes a stream that goes idle so a task that
never terminates cannot pin its connection process open.
Two deliberate limits: events produced before the subscription are not
replayed, and the agent's own stream enumerable is never re-enumerated —
doing so would replay it from the start and duplicate the task's artifacts
and history.

	Push notification webhook delivery. Every task state change now POSTs a
StreamResponse status update to each webhook registered for that task,
carrying the config's credentials as an Authorization header. Adds the
A2A.PushNotificationSender behaviour and A2A.PushNotificationSender.HTTP,
the default when the optional :req dependency is present. Override it with
MyAgent.start_link(push_sender: {MyModule, opts}), or pass nil to
disable delivery.
Delivery runs in a process spawned off the agent, so a slow or hanging
webhook cannot stall task processing, and each attempt is reported through a
new [:a2a, :push_notification, :delivery] telemetry event. The HTTP sender
retries with exponential backoff inside a per-attempt timeout.
configuration.taskPushNotificationConfig is now honoured on message/send,
so a client can register a webhook on the initial send rather than through
the CRUD methods. The config attaches to the task the call creates, runs the
same :authorize_task hook under :push_set that the CRUD method does, and
receives the task's current status once on registration.
The HTTP sender can reject plain-HTTP URLs (:require_https) and private or
loopback hosts (:block_private_ips). Both are off by default: the spec
makes them a SHOULD rather than a MUST, and enabling them by default would
break webhook receivers on localhost.

	{:message, parts} agent reply — message/send can now answer with a bare
Message instead of a Task, the other half of the spec's
SendMessageResponse oneof (DM-MSG-001). The runtime discards the task it
built for the turn: nothing is persisted, tasks/get will not find it, and
the JSON-RPC result is {"message": …} rather than {"task": …}. The
message inherits the request's contextId and carries no taskId.
On message/stream the same reply produces a single SSE event carrying the
message, with no task snapshot and no final status event.
Return types widen rather than change — A2A.call/3, the generated
YourAgent.call/3, A2A.Client.send_message/3 and the
A2A.JSONRPC.handle_send/3 callback are now
{:ok, A2A.Task.t() | A2A.Message.t()}, A2A.stream/3 gains an
{:ok, A2A.Message.t()} result, and A2A.Extension.handle_response/3
accepts either struct. Existing agents are unaffected: nothing returns a
Message unless an agent opts in.
Returning {:message, parts} while continuing an existing task (task_id:)
is rejected with -32006 InvalidAgentResponseError — the client holds a task
id, so a bare Message would strand the task and drop the turn from its
history.

	Push notification config CRUD: the four tasks/pushNotificationConfig/*
methods (and their v1.0 CreateTaskPushNotificationConfig /
GetTaskPushNotificationConfig / ListTaskPushNotificationConfigs /
DeleteTaskPushNotificationConfig names) now store, serve and delete
configs instead of always returning -32003. Adds the
A2A.PushNotificationConfig struct, four optional A2A.TaskStore
callbacks with an A2A.TaskStore.ETS implementation, four optional
A2A.JSONRPC handler callbacks, and A2A.Client.set_push_config/3,
get_push_config/4, list_push_configs/3 and delete_push_config/4.
Webhook delivery is not implemented — nothing POSTs to a registered
URL. The methods are therefore gated on the declared capability, so a
server that does not opt in behaves exactly as before:
{A2A.Plug, agent: MyAgent, base_url: url,
 agent_card_opts: [capabilities: %{push_notifications: true}]}
A handler that implements none of the new callbacks also keeps the old
-32003. Requests are accepted in both the v1.0 flat form (task_id
alongside the config fields, as the TCK sends) and the v0.3 nested form
(taskId plus pushNotificationConfig), and authentication is read
from either a singular scheme or the spec's plural schemes array.
Registering a config for a task that does not exist returns -32001 TaskNotFoundError, and deletes are idempotent.

	:authorize_task is now called for push notification config operations,
under the new :push_set, :push_get, :push_list and :push_delete
operation atoms. They are distinct from :get so an authorizer can grant
read access to a task without also granting the ability to rewrite the
webhooks it delivers to — push configs carry credentials, so an
unauthorized read would leak them. An authorizer that pattern-matches
strictly on :get/:cancel/:list needs a clause for the new atoms;
the hook has not appeared in a release yet, so nothing published breaks.

	Caching headers on the agent card endpoint per A2A v1.0 §8.6: a quoted
sha256 ETag computed from the response body, a Last-Modified in RFC
7231 IMF-fixdate form, and Cache-Control: public, max-age=300. The ETag
is computed per request, since A2A.Plug.put_base_url/2 can change the
body. Note the Cache-Control value changes even for callers that set
nothing: responses previously carried Plug's default of
max-age=0, private, must-revalidate, which is wrong for a public card.

	A2A.Plug :last_modified option — the DateTime served in the agent
card's Last-Modified header (default: DateTime.utc_now() evaluated in
init/1, so build time under Phoenix's compile-time plug macro and boot
time otherwise).

	A2A.Plug task-level authorization hook for tasks/get, tasks/cancel, and
tasks/list

	A2A v1.0 wire format on encode: flat Part (no kind, with text /
data / raw / url / mediaType / filename); Task, Message, and
Artifact no longer carry a kind field; AgentCard top-level url and
protocolVersion removed (now per-interface under supportedInterfaces[]).
Decoder accepts both v1.0 and the legacy v0.3 nested-file form, so v0.3
clients keep working.

	Message.reference_task_ids, Artifact.extensions, and
AgentCard.signatures struct fields for v1.0 data carriage.

	A2A v1.0 extension mechanism: A2A.Extension behaviour with
declaration/1, activate/3, handle_request/3, and
handle_response/3 callbacks; A2A.AgentExtension struct for
declarations; A2A-Extensions header negotiation in A2A.Plug and
A2A.Client; merge of declared extensions into the agent card's
capabilities.extensions; context.extensions map for agents to read
per-request activations; A2A.Extension.Timestamp as a reference
implementation.

	A2A v1.0 A2A-Version header negotiation: A2A.Version helper module;
A2A.Plug :versions option (defaults to ["0.3", "1.0"]) validates
the request header and returns VersionNotSupportedError (-32009) for
unsupported versions; negotiated version echoed in the response header.
A2A.Client :version option (defaults to "1.0") sets the request
header on every call; A2A.Client.version/1 reads the server's
echoed value. Missing/empty headers are interpreted as "0.3"
(spec §3.6.2) and only Major.Minor is significant.


Changed
	Breaking: streaming events now use the v1.0 StreamResponse wrapper.
Every SSE result carries exactly one of task, message, statusUpdate
or artifactUpdate, instead of a flat object discriminated by kind. The
kind field is gone from status and artifact events, and final is gone
from status events — v1.0 removed it, and a stream now ends when the task
reaches a terminal or interrupted state.
%A2A.Event.StatusUpdate{} keeps its :final field: the decoder honours an
explicit "final" from a v0.3 peer and otherwise reconstructs it from the
state, so matching on final: true still works. Decoding also still accepts
the v0.3 kind shape, so a v1.0 client can consume an older peer's stream.
This fixes a bug in which the opening task snapshot was dropped on every
stream: the encoder omitted any discriminator and A2A.Client silently
discarded what it could not decode. Undecodable frames are now logged rather
than dropped in silence.

	Breaking: A2A-specific errors (-32001 to -32009) now serialize data as
an array carrying a google.rpc.ErrorInfo object, per A2A v1.0
JSONRPC-ERR-003:
"data": [{"@type": "type.googleapis.com/google.rpc.ErrorInfo",
          "domain": "a2a-protocol.org",
          "reason": "TASK_NOT_FOUND"}]
Where an error previously carried a free-form string in data (the rejected
version on -32009, the missing extension URIs on -32008, the cancel reason on
-32002), that string is preserved under the ErrorInfo's metadata.detail
rather than dropped. A2A.Client surfaces data verbatim, so
%A2A.JSONRPC.Error{data: …} is now a list rather than a string or nil for
these codes — read metadata.detail off the first entry instead. The five
standard JSON-RPC codes (-32700, -32600, -32601, -32602, -32603) have no
defined reason and keep their free-form data unchanged.

	Breaking: message/stream is now gated on the declared streaming
capability. A server that does not advertise capabilities.streaming
returns -32004 UnsupportedOperationError instead of opening an SSE
stream, per A2A v1.0 CORE-CAP-002. Since capabilities default to %{},
every server using the defaults is affected. To keep streaming, pass the
capability to A2A.Plug:
{A2A.Plug, agent: MyAgent, base_url: url,
 agent_card_opts: [capabilities: %{streaming: true}]}
Note that use A2A.Agent, opts: [...] does not work for this — the
generated card's :opts key is never read (tracked separately).

	TaskStatus.timestamp is now serialized with a Z suffix (UTC) per the
v1.0 schema timestamp regex.

	A2A.Client now sends v1.0 PascalCase JSON-RPC method names
(SendMessage, SendStreamingMessage, GetTask, CancelTask). The
server continues to accept both v1.0 PascalCase and the legacy v0.3
slash-style names. Pointing the client at a strict v0.3-only server that
doesn't accept PascalCase is a breaking change.

	Minimum Erlang/OTP is now 27. CI tests Elixir 1.17 and 1.18 on OTP 27, 1.19
on OTP 28, and 1.20 on OTP 29 — the three OTP majors upstream still
maintains. OTP 25 and 26 are no longer supported or tested; both are past
end-of-life, and OTP 25 has had no patches, including security fixes, since
May 2025. The Elixir requirement is unchanged at ~> 1.17.

	The TCK compliance suite now targets A2A v1.0 only. Upstream replaced its
v0.3 category suite with the v1.0 tests/compatibility/ tests, so the v0.3
compliance server (test/tck/server.exs) and the duplicated bin/tck-v1
lane have been removed. Known failures are tracked in
test/tck/expected-failures.txt and the job is red until they are closed;
it fails only when the failure set differs from that baseline. This affects
the compliance harness only — the server still accepts v0.3 on the wire.

	jose is no longer declared as a direct dependency or pinned to 1.11.10.
The pin existed only to keep OTP 25 compiling; this library verifies JWTs
through Joken and never calls JOSE directly, so jose is now an ordinary
transitive dependency of the optional joken dep.


Fixed
	A {:stream, …} reply whose enumerable raises, or whose client disconnects
mid-stream, no longer stores the task as completed. The finalizing hook
runs however enumeration ends, so it reported success for every ending —
tasks/get, push notifications and resubscribers were all told a failed
stream had succeeded, and handed its partial output as the result. The task
is now marked failed; the parts it managed to emit are still kept.

	Optional callback detection no longer depends on the module happening to be
loaded. A2A.JSONRPC and A2A.Agent.State called function_exported?/3
without Code.ensure_loaded?/1, which answers false for a module that has
not been loaded yet — so under lazy loading a handler implementing
handle_list/2, or a task store implementing list_all/2, could be treated
as implementing neither.

	message/send now honours configuration.historyLength, truncating the
returned task's history the same way tasks/get already did. It was
previously ignored, so the full history came back regardless.

	historyLength is now also accepted under its protobuf spelling
history_length on tasks/get, tasks/cancel and tasks/resubscribe.
The spec and the REST binding use historyLength, but some JSON-RPC
clients send the proto field name and the reference implementation accepts
both; previously the limit was silently ignored.

	message/send and message/stream with an unknown taskId now return
-32001 TaskNotFoundError instead of -32603 InternalError

	message/send and message/stream targeting a task in a terminal state now
return -32004 UnsupportedOperationError instead of -32603 InternalError


[0.2.0] - 2026-03-06
Added
	Telemetry instrumentation for call, message, cancel, and task transitions
	Security scheme data modeling (A2A.SecurityScheme.* structs) on AgentCard
	Auth middleware (A2A.Plug.Auth) — Bearer, Basic, API key, OAuth2, OpenID Connect
	TCK compliance across all categories (mandatory, capabilities, quality, features)
	TCK results posted as PR comments in CI

Fixed
	Accept v1.0 field names (bytes/uri) in FileContent decoding
	Reject messages with missing messageId or empty parts per spec
	Reject negative historyLength on all methods
	Reject cancel on tasks in terminal states (completed/canceled/failed)

Changed
	CI runs full TCK suite (bin/tck all) instead of mandatory only

[0.1.1] - 2026-03-03
Added
	Automated Hex publishing to actioncard org on GitHub releases
	Dependabot configuration for Mix deps and GitHub Actions
	Issue and PR templates

Fixed
	Minor doc cleanups: internal module references, typespec refinement

[0.1.0] - 2026-03-03
Added
	A2A protocol types: Task, Message, Part, Artifact, Event, FileContent
	Agent behaviour (A2A.Agent) with runtime and state management
	Agent card discovery (A2A.AgentCard) with full wire-format support
	JSON-RPC 2.0 transport layer (A2A.JSONRPC) with request/response/error types
	Plug-based HTTP server (A2A.Plug) with SSE streaming support
	HTTP client (A2A.Client) with SSE streaming via Req
	Task store behaviour (A2A.TaskStore) with ETS implementation
	Agent registry and supervisor for multi-agent deployments
	Comprehensive JSON encoding/decoding with A2A.JSON
	A2A TCK (Technology Compatibility Kit) compliance



  

    Contributing

Contributions are welcome. By submitting a pull request you agree to license your contribution under the Apache 2.0 License.
Getting Started
	Fork the repository and create a branch from main.
	Make your changes, adding tests where appropriate.
	Ensure the test suite passes.
	Open a pull request with a clear description of what and why.

Pull Requests
	Keep changes focused. One fix or feature per PR.
	Update documentation if your change affects public API or behavior.
	Add or update tests for any code you touch.

Reporting Issues
Please include steps to reproduce, expected behavior, and actual behavior. Mention your OS and runtime version.
Code of Conduct
Be respectful and constructive. We follow the Contributor Covenant.
AI-Assisted Development
AI tools (such as GitHub Copilot, Claude, or similar) are permitted. Contributors are responsible for reviewing, testing, and understanding all submitted code regardless of how it was generated.


  

    Elixir A2A — Roadmap

Unimplemented work organized by category. Phases 1-7 (core types, agent
runtime, JSON codec, JSON-RPC, HTTP server, HTTP client, registry/supervisor)
and telemetry instrumentation are complete. See the codebase and README for
current functionality.

TCK Compliance
CI runs bin/tck all against test/tck/server_v1.exs, pinned to a known
A2A TCK revision (TCK_REF in
bin/tck). The suite targets A2A v1.0 only — upstream replaced its
category-based v0.3 suite with RFC 2119 requirement levels, so MUST failures
are hard, SHOULD failures are expected failures, and MAY tests skip when the
capability isn't declared.
Known failures are listed in
test/tck/expected-failures.txt; bin/tck
compares the actual failure set against that baseline and fails only when they
differ, so both a new regression and a newly-fixed gap are surfaced. A gap is
closed by deleting its line in the same commit as the fix.
Current Results
bin/tck all — 99 passed, 0 failed, 166 skipped. The skips are capability-
and transport-gated tests, not failures.
The TCK server declares capabilities.streaming (#84) and
capabilities.pushNotifications (#93), which is why those suites run at all.
The authenticated extended card is still undeclared, so that family continues
to skip — see below.
	Suite area	What it covers	Notes
	agent_card	Card shape, extensions, caching headers	—
	core_operations	Message send, task lifecycle, data model, error handling	—
	jsonrpc	JSON-RPC 2.0 envelope, error codes, error info	—
	grpc	gRPC transport binding	Skipped — transport not implemented
	http_json	REST/HTTP+JSON binding	Skipped — transport not implemented

Known Gaps
None. test/tck/expected-failures.txt holds no entries — every test the suite
runs against us passes, so any new failure is a regression.
Skipped (Expected)
	Tests	Reason	Unblocked by
	Extended agent card	supportsAuthenticatedExtendedCard not declared	#100
	In-task authentication	Agent doesn't trigger auth-required state	Optional — agent-level decision
	TLS / certificate validation	TCK server runs plain HTTP on localhost	Deploy-time concern, not library
	CORE-MULTI-005 context inference	Tasks get no contextId when the client sends none, so the test cannot run	#101
	gRPC / HTTP+JSON transports	Single transport (JSON-RPC only)	gRPC / REST Transport Bindings (below)
	OAuth2 metadata URL	No OAuth2 scheme configured	Client-Side OAuth 2.0 Flows (below)

Roadmap: Feature → TCK Tests Unlocked
The test paths below predate upstream's restructure into tests/compatibility/
and have not been re-derived; treat them as intent, not literal paths.
	#	Feature	TCK tests enabled
	1	Authenticated Extended Card (#100)	mandatory/protocol/test_extended_agent_card.py; capabilities/ extended card tests
	3	gRPC Transport Binding	transport-equivalence category (functional equivalence across transports)
	4	REST Transport Binding	transport-equivalence category


Protocol
Push Notifications
Config CRUD and webhook delivery are both implemented. The methods stay gated
on the declared capability, and a server that does not opt in returns
-32003 PushNotificationNotSupportedError:
{A2A.Plug, agent: MyAgent, base_url: url,
 agent_card_opts: [capabilities: %{push_notifications: true}]}
Implemented:
	A2A.PushNotificationConfig struct (id, task_id, url, token, authentication)
	Optional A2A.TaskStore callbacks set_push_config/2, get_push_config/3,
list_push_configs/2 and delete_push_config/3, with A2A.TaskStore.ETS
keeping configs in a second table so they never reach the task read paths
	Optional A2A.JSONRPC handler callbacks, so a handler that implements none
of them keeps the old -32003 behaviour
	A2A.Client functions for all four methods
	Configs are scoped to an existing task: registering one for an unknown task
returns -32001 TaskNotFoundError, and every operation runs through the
:authorize_task hook
	configuration.taskPushNotificationConfig honoured on message/send, so a
client can register a webhook on the initial send rather than through CRUD.
It runs the same :authorize_task hook under :push_set that the CRUD
method does, and delivers the task's current status once on registration —
a task that finishes in a single turn changed state before the webhook
existed, and the spec wants at least one delivery per configured webhook
	A2A.PushNotificationSender behaviour, with A2A.PushNotificationSender.HTTP
as the default when :req is available. Every task state change POSTs a
StreamResponse status update to each registered webhook, carrying the
config's credentials as an Authorization header
	Delivery runs in a spawned process, never the agent's, so a hanging webhook
cannot stall task processing. Each attempt is reported through
[:a2a, :push_notification, :delivery] telemetry
	Bounded retry with exponential backoff and a per-attempt timeout

Optional hardening on the HTTP sender, off by default because the spec makes
both a SHOULD and enabling them breaks local development and the compliance
suite's own localhost receiver:
	:require_https — reject plain-HTTP webhook URLs
	:block_private_ips — reject loopback, link-local and RFC 1918 hosts

Still open, and tracked separately since neither the spec nor the TCK requires
them and no consumer is driving a signature format yet:
	HMAC-SHA256 signature generation/verification on webhook payloads
	Replay protection via timestamp and nonce headers
	Constant-time signature comparison to avoid timing attacks

Authenticated Extended Card
agent/getAuthenticatedExtendedCard currently returns -32004 UnsupportedOperationError. Full implementation requires:
	Optional extended_card/1 callback on the Agent behaviour — receives
authenticated identity, returns an extended card with additional
skills/capabilities
	A2A.Plug serves it at the spec-defined endpoint, gated by auth middleware
	Public card advertises supportsAuthenticatedExtendedCard: true
	Enables per-client capability disclosure (two-tier card model)

gRPC Transport Binding
A2A v0.3 defines gRPC as an alternative transport. Not started. Would require:
	Protobuf schema definitions mirroring the JSON wire format
	gRPC server module (parallel to A2A.Plug)
	AgentInterface / TransportProtocol support in agent cards

REST Transport Binding
The A2A spec defines REST as a first-class transport alongside JSON-RPC. Our
library only supports JSON-RPC. Full implementation requires:
	REST endpoint definitions per the spec (POST /message:send,
POST /message:stream, GET /tasks/{id}, POST /tasks/{id}:cancel,
GET /tasks)
	An A2A.Plug.REST module (or fold into existing A2A.Plug with interface
routing based on the request path)
	AgentInterface / supportedInterfaces in the agent card to advertise
which transports are available (JSON-RPC, REST, gRPC)

Version & Wire Format Negotiation
The server accepts both A2A v0.3 and v1.0 wire formats and method names,
and the A2A-Version header is parsed and validated per spec §3.6
(unsupported versions return VersionNotSupportedError -32009). Still
outstanding:
	Per-interface version selection from supportedInterfaces[] — agents
exposing multiple interfaces at different URLs with different versions
	Wire format option (spec_json vs proto_json) controlling field naming
conventions (camelCase vs snake_case)
	Query-parameter fallback (?A2A-Version=…) — spec §3.6.1 says clients
MAY use it instead of the header

Task Resubscribe Streaming
tasks/resubscribe (SubscribeToTask) is implemented. Subscribing opens an
SSE stream whose first event is the task as it stands, followed by a status
update per state change, ending when the task reaches a terminal state. An
unknown task answers -32001 TaskNotFoundError and one that has already
finished answers -32004 UnsupportedOperationError; both are gated on the
declared streaming capability and run the :authorize_task hook under
:resubscribe.
Subscribers are held in the agent's own state — AGENTS.md rules out a
supervision tree, so there is nowhere else to keep them — and each is
monitored, so a dropped connection deregisters itself. A2A.Plug's
:resubscribe_timeout (default 60s) closes a stream that goes idle, since a
task that never terminates would otherwise pin its connection process open.
Two deliberate limits:
	Events before the subscription are not replayed. A subscriber sees the
task snapshot and everything after it, not the artifacts already produced.
Pair with tasks/get for the full history.
	The agent's own stream is never re-enumerated. A task still holds its
source enumerable in metadata[:stream], and enumerating it replays from
the start rather than attaching — which would duplicate the task's
artifacts and history. Resubscribe reads the stored task and waits for
pushed events instead.


Agent Runtime
{:delegate, agent, msg} Reply Type
Phase 8 — not started. First-class agent-to-agent forwarding from within
handle_message/2. The runtime would dispatch the message to the target agent
and relay the response back to the original caller transparently.
Atomic Task Updates
The A2A.TaskStore behaviour only has put/2 and get/2. An atomic
update_task/3 callback that accepts a transformation function would enable
safe concurrent modifications:
	update_task(store, task_id, fun) — apply fun to the current task
atomically, returning {:ok, updated_task} or {:error, reason}
	A2A.TaskStore.ETS implementation using optimistic locking (separate lock
table, retry on conflict) to avoid serializing all updates through a
single process


Discovery
Multi-Agent Plug / Directory Endpoint
Currently each A2A.Plug mount exposes a single agent's card. A remote client
can't discover all agents from one endpoint. Options:
	JSON array at /.well-known/agent-card.json (non-standard but practical —
the spec doesn't prohibit it)
	Per-agent cards at /.well-known/agents/{name}/agent-card.json
	Query endpoint (e.g., GET /agents?skill=finance) — a step toward the
curated registry concept, though the spec doesn't prescribe an API yet

This is the most impactful discovery improvement — it connects the local
registry to the spec's Open Discovery mechanism.
Client-Side Agent Cache (A2A.Client.Registry)
A2A.Client.discover/2 fetches a remote card but doesn't store it — repeated
discovery hits the network every time. A client-side cache would:
	Store discovered %AgentCard{} structs
	Support find_by_skill/2 across remote agents
	Enable patterns like: discover 10 agents at startup, route to the best one
based on skill tags at call time

Registry Change Notifications
The current A2A.Registry is static after init. A Phoenix.PubSub or
:pg-based notification system would:
	Let Plug endpoints update when agents come and go
	Let distributed registries sync across nodes

Standard Registry API
The A2A community is exploring standardizing registry interactions. If a
standard emerges, implement it as a Plug endpoint so agents can be registered
in external catalogs.

Security
Client-Side OAuth 2.0 Flows
A2A.Client already supports Bearer/API key auth via Req options:
A2A.Client.new(card, headers: [{"authorization", "Bearer tok"}])
More structured support could include: reading securitySchemes from a
discovered card and prompting for credentials, or OAuth 2.0 Client Credentials
flow built into the client.
Task-Level Access Control
The spec states: "Servers MUST NOT reveal the existence of resources the client
is not authorized to access." A2A.Plug now supports an :authorize_task
callback for task-scoped JSON-RPC operations.
	tasks/get and tasks/cancel call the callback before returning or mutating a
task. Denied requests return TaskNotFoundError so task IDs are not leaked.
	tasks/list filters the returned page through the same callback.
	The push notification config methods call it as :push_set, :push_get,
:push_list and :push_delete. They are distinct from :get so an
authorizer can grant read access to a task without also granting the ability
to rewrite the webhooks it delivers to.
	The callback receives (operation, task, context) where operation is
:get, :cancel, :list, :push_set, :push_get, :push_list, or
:push_delete, and context.metadata contains the resolved Plug metadata,
including A2A.Plug.Auth identity under "a2a.auth" when that plug is used.

Remaining hardening:
	Move authorization down into task stores that can filter before pagination.
	Add store-specific examples for tenant and user ownership policies.

Agent Card Signature Verification
The spec allows agent cards to carry JWS signatures for authenticity
verification. Not yet implemented. Would require:
	A2A.AgentCard.verify_signatures/2 — validate JWS signatures on a
decoded agent card against a caller-supplied verifier function
	AgentCardSignature struct for signature metadata (algorithm, key ID,
signature value)
	Verification is opt-in — callers choose whether to verify after decoding
	Depends on a JOSE library (e.g., jose) as an optional dependency

Recommended Security Order
	Agent card signature verification
	Authenticated extended card endpoint
	Client-side OAuth 2.0 flows
	Store-level authorization filters


Client
Stream Cancellation
A2A.Client.send_message_streaming/3 returns a Stream but provides no way
to explicitly cancel an in-flight SSE connection. A wrapper struct (similar to
a2a_ex's A2A.Client.Stream) would:
	Implement Enumerable for lazy consumption
	Expose cancel/1 to abort the underlying HTTP connection
	Clean up resources on early termination

SSE Reconnection with Backoff
Dropped SSE connections currently fail permanently. Production-grade streaming
needs:
	Exponential backoff on connection failures (configurable base/max/jitter)
	Resume from last-event-id header on reconnect so no events are lost
	Configurable max retry attempts before giving up

Challenge-Response Auth
When a server returns 401 with auth challenge headers, the client should be
able to auto-retry with appropriate credentials:
	Parse WWW-Authenticate headers from 401 responses
	Invoke a caller-supplied auth callback to obtain credentials
	Retry the original request with the new credentials
	Integrates with the existing Req middleware pipeline


Observability
LiveDashboard Page (Optional)
An A2A.DashboardPage module implementing Phoenix.LiveDashboard.PageBuilder,
compiled only when phoenix_live_dashboard is available (same pattern as Oban).
Would show active agents, task counts, recent tasks with status/duration/errors,
and live state transitions.

Usability
A2A.Server Convenience Module
Wrap Bandit + Plug into a single startable child spec:
{A2A.Server, agent: MyApp.InvoiceAgent, port: 4001}
Additional TaskStore Backends
Current: A2A.TaskStore.ETS (single-node). Potential additions:
	A2A.TaskStore.PG — distributed via :pg
	A2A.TaskStore.Redis — requires redix optional dep

Forward-Compatible Type Decoding
A2A.JSON.decode/2 currently discards unrecognized JSON fields. To support
forward compatibility with newer spec versions:
	Preserve unknown fields in a raw map on decoded structs (or a dedicated
_extra field)
	Round-trip unknown fields through encode/decode so data isn't silently lost
	Enables interop with agents running newer spec versions that include
fields this library doesn't yet model

Extension Metadata Handling
Implemented. See A2A.Extension for the behaviour, A2A.Plug and
A2A.Client for A2A-Extensions header negotiation, and
A2A.Extension.Timestamp for a reference profile-extension. Method
extensions (registering new RPC methods) and state-machine extensions
remain deferred until a concrete user emerges.

Out of Scope
These are not planned for this library:
	LLM integration — use instructor, langchain, etc.
	Tool/function calling — use MCP via hermes-mcp
	Agent reasoning, planning, or memory — application-level concerns
	UI rendering — A2UI is a separate spec



  

    LICENSE



                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   Copyright 2026 Action Card AB

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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Behaviour for defining A2A agents.
Agents are the primary abstraction in the A2A library. Each agent declares
its identity and capabilities via agent_card/0 and implements message
handling via handle_message/2.
Usage
defmodule MyApp.GreeterAgent do
  use A2A.Agent,
    name: "greeter",
    description: "Greets users",
    skills: [
      %{id: "greet", name: "Greet", description: "Says hello", tags: []}
    ]

  @impl A2A.Agent
  def handle_message(message, _context) do
    text = A2A.Message.text(message)
    {:reply, [A2A.Part.Text.new("Hello, #{text}!")]}
  end
end
The use macro accepts shorthand options for agent_card/0:
	:name — agent name (required unless agent_card/0 is defined manually)
	:description — agent description (default: "")
	:version — agent version (default: "0.1.0")
	:skills — list of skill maps (default: [])
	:opts — additional keyword options (default: [])

Architecture
use A2A.Agent generates a full GenServer. The agent author only implements
the behaviour callbacks — the runtime manages task lifecycle, state
transitions, history accumulation, and persistence.
Internally, three modules collaborate:
	A2A.Agent (this module) — the behaviour definition and the use
macro that generates GenServer client API and callbacks.
	Agent.Runtime (internal) — pure functions for message processing.
Creates tasks, calls handle_message/2, maps reply tuples to state
transitions. Also handles task continuation (multi-turn) and stream
wrapping.
	Agent.State (internal) — the internal GenServer state struct. Holds
the task map, context index, and optional task store reference. Provides
helpers for task storage, retrieval, and state transitions.

Task Lifecycle
The runtime manages a task state machine so agent implementations don't
have to. Each message creates (or continues) a task — except
{:message, parts}, which answers without one — that progresses through:
:submitted → :working → :completed
                      → :failed
                      → :input_required → (new message) → :working → ...
                      → :canceled
The reply from handle_message/2 determines the transition:
	{:reply, parts} — creates an artifact, transitions to :completed
	{:message, parts} — answers with a bare A2A.Message and no task
(see below)
	{:input_required, parts} — transitions to :input_required, caller
can continue the same task by passing task_id: to the next call
	{:stream, enumerable} — stays :working, transitions to :completed
when the caller fully consumes the stream
	{:error, reason} — transitions to :failed

Bare Message Replies
{:message, parts} is the other half of the A2A spec's
SendMessageResponse oneof: the agent answers out-of-band and no task is
created. The task the runtime built for the turn is discarded — nothing is
persisted, tasks/get will not find it, and A2A.call/3 returns
{:ok, %A2A.Message{}} instead of a task. On the wire the JSON-RPC result
is {"message": …} rather than {"task": …}.
The message inherits the request's context_id and carries no task_id,
since there is no task for it to reference.
Prefer it over {:reply, parts} for answers with nothing to track — a
lookup, an acknowledgement, a rejected request. Anything a caller might
later poll, cancel, or continue needs a task.
Returning it while continuing an existing task is rejected with
{:error, :message_on_task} (-32006 on the wire): the caller is holding a
task id, so a bare Message would strand that task and drop the turn from its
history.
Reply Parts and Status
The parts returned from handle_message/2 serve double duty: they are
appended to the task's history (as an agent message) and, for
{:input_required, parts}, set as the task's status.message.
These two fields have different audiences:
	history — the full conversation transcript, used by agent logic
for context on subsequent turns.
	status.message — a short prompt surfaced to the client UI,
explaining why the task is paused and what input is needed.

Because both are populated from the same parts, keep
{:input_required, parts} concise and actionable:
# Good — short prompt that works as both history entry and status
{:input_required, [Part.Text.new("What size pizza?")]}

# Avoid — long explanation duplicated into status.message
{:input_required, [Part.Text.new("Here's our full menu... What size?")]}
For {:reply, parts} and {:stream, enumerable}, the parts only go
into history and artifacts — status.message is left empty.
{:message, parts} populates neither, since it produces no task.
Multi-Turn Conversations
When an agent returns {:input_required, parts}, the task pauses. The
caller continues it by passing task_id: with the next message:
{:ok, task} = A2A.call(agent, "order pizza")
# task.status.state == :input_required
{:ok, task} = A2A.call(agent, "large", task_id: task.id)
# task.status.state may be :completed or :input_required again
The runtime appends each message to the task's history, so the agent
receives the full conversation in context.history.
Streaming
When an agent returns {:stream, enumerable}, the runtime wraps the
stream so that consuming it automatically finalizes the task:
{:ok, task, stream} = A2A.stream(agent, "count to 5")
Enum.each(stream, &IO.inspect/1)
# task is now :completed with an artifact containing all streamed parts
Persistence
By default, tasks live in the GenServer's process state (in-memory map).
For external persistence, pass a task store at startup:
MyAgent.start_link(task_store: {A2A.TaskStore.ETS, :my_table})
The runtime writes every task update to both the internal map and the
external store. See A2A.TaskStore for the behaviour interface.
Starting an Agent
{:ok, pid} = MyAgent.start_link()
{:ok, task} = A2A.call(MyAgent, "hello")
Or with options:
MyAgent.start_link(name: :my_agent, task_store: {A2A.TaskStore.ETS, :tasks})
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          @type card() :: %{
  name: String.t(),
  description: String.t(),
  version: String.t(),
  skills: [skill()],
  opts: keyword()
}
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          @type context() :: %{
  task_id: String.t(),
  context_id: String.t() | nil,
  history: [A2A.Message.t()],
  metadata: map(),
  extensions: %{optional(String.t()) => A2A.Extension.activation()}
}
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          @type reply() ::
  {:reply, [A2A.Part.t()]}
  | {:message, [A2A.Part.t()]}
  | {:stream, Enumerable.t()}
  | {:input_required, [A2A.Part.t()]}
  | {:error, term()}
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          @type skill() :: %{
  id: String.t(),
  name: String.t(),
  description: String.t(),
  tags: [String.t()]
}
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          @callback agent_card() :: card()


      


Returns the agent's identity and capabilities.

  



  
    
      
    
    
      handle_cancel(context)



        
          
        

    

  


  

      

          @callback handle_cancel(context()) :: :ok | {:error, String.t()}


      


Called when a task is canceled by the caller. Optional.
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          @callback handle_message(A2A.Message.t(), context()) :: reply()


      


Handles an incoming message. This is the core agent logic.
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Decoded agent card from the A2A discovery endpoint.
Contains the agent's identity, capabilities, and skills as returned by
GET /.well-known/agent-card.json. This is the wire-format struct used
by clients; server-side agents define their card via the agent_card/0 callback.
Example
{:ok, card} = A2A.Client.discover("https://agent.example.com")
card.name   #=> "my-agent"
card.skills #=> [%{id: "greet", name: "Greet", ...}]
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      capabilities()



        
          
        

    

  


  

      

          @type capabilities() :: %{
  optional(:streaming) => boolean(),
  optional(:push_notifications) => boolean(),
  optional(:state_transition_history) => boolean(),
  optional(:extended_agent_card) => boolean(),
  optional(:extensions) => [A2A.AgentExtension.t()]
}


      



  



  
    
      
    
    
      provider()



        
          
        

    

  


  

      

          @type provider() :: %{organization: String.t(), url: String.t()}


      



  



  
    
      
    
    
      skill()



        
          
        

    

  


  

      

          @type skill() :: %{
  id: String.t(),
  name: String.t(),
  description: String.t(),
  tags: [String.t()]
}


      



  



  
    
      
    
    
      supported_interface()



        
          
        

    

  


  

      

          @type supported_interface() :: %{
  url: String.t(),
  protocol_binding: String.t(),
  protocol_version: String.t()
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.AgentCard{
  capabilities: capabilities(),
  default_input_modes: [String.t()],
  default_output_modes: [String.t()],
  description: String.t(),
  documentation_url: String.t() | nil,
  icon_url: String.t() | nil,
  name: String.t(),
  protocol_version: String.t() | nil,
  provider: provider() | nil,
  security: [%{required(String.t()) => [String.t()]}],
  security_schemes: %{required(String.t()) => A2A.SecurityScheme.t()},
  signatures: [map()],
  skills: [skill()],
  supported_interfaces: [supported_interface()],
  url: String.t(),
  version: String.t()
}


      



  


        

      


  

    
A2A.AgentExtension 
    



      
Declaration of a protocol extension supported by an agent.
Mirrors the AgentExtension object from the A2A v1.0 spec. Used both as a
struct embedded in AgentCard.capabilities.extensions and as the value
returned by an A2A.Extension module's declaration/1 callback.
Fields
	:uri — unique identifier for the extension (required)
	:description — human-readable description of how the agent uses it
	:required — if true, clients must declare support via the
A2A-Extensions request header; otherwise the server returns
ExtensionSupportRequiredError (-32008). Defaults to false.
	:params — optional extension-specific configuration parameters

Examples
%A2A.AgentExtension{
  uri: "https://a2a-protocol.org/extensions/timestamp",
  description: "Adds timestamps to messages and artifacts"
}

%A2A.AgentExtension{
  uri: "https://a2a-protocol.org/extensions/secure-passport",
  description: "Personalization via signed passport",
  required: true,
  params: %{"version" => "1.0"}
}
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          @type t() :: %A2A.AgentExtension{
  description: String.t() | nil,
  params: map() | nil,
  required: boolean(),
  uri: String.t()
}


      



  


        

      


  

    
A2A.AgentSupervisor 
    



      
Supervisor for a fleet of A2A agents with an integrated registry.
Starts an A2A.Registry followed by each agent as a child, all under a
:one_for_one strategy. Agents are independent — one crashing won't take
down others.
Usage
children = [
  {A2A.AgentSupervisor, agents: [
    MyApp.PricingAgent,
    {MyApp.RiskAgent, task_store: {A2A.TaskStore.ETS, :risk_tasks}}
  ]}
]

Supervisor.start_link(children, strategy: :one_for_one)
Options
	:agents — list of agent modules or {module, opts} tuples (required)
	:name — supervisor name (default: A2A.AgentSupervisor)
	:registry — registry name (default: A2A.Registry)
	:agent_opts — default options merged into every agent (default: [])
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        Returns a specification to start this module under a supervisor.
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        Starts the agent supervisor.
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Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Starts the agent supervisor.
See module documentation for available options.

  


        

      


  

    
A2A.Artifact 
    



      
An output produced by an agent in response to a task.
Artifacts contain typed parts representing the result of agent work.
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        new(parts, opts \\ [])

      


        Creates a new artifact from parts.
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          @type t() :: %A2A.Artifact{
  artifact_id: String.t(),
  description: String.t() | nil,
  extensions: [String.t()],
  metadata: map(),
  name: String.t() | nil,
  parts: [A2A.Part.t()]
}
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          @spec new([A2A.Part.t()], keyword()) :: t()


      


Creates a new artifact from parts.

  


        

      


  

    
A2A.Event 
    



      
Streaming events emitted during task execution.
Three variants exist:
	A2A.Event.StatusUpdate — task status changed
	A2A.Event.ArtifactUpdate — artifact produced or appended
	A2A.Message — the agent answered out-of-band with a bare message, so
the stream carries it alone and there is no task to update
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          @type t() ::
  A2A.Event.StatusUpdate.t() | A2A.Event.ArtifactUpdate.t() | A2A.Message.t()


      



  


        

      


  

    
A2A.Event.ArtifactUpdate 
    



      
A streaming event indicating an artifact was produced or appended.
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        new(task_id, artifact, opts \\ [])

      


        Creates a new artifact update event.
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          @type t() :: %A2A.Event.ArtifactUpdate{
  append: boolean() | nil,
  artifact: A2A.Artifact.t(),
  context_id: String.t() | nil,
  last_chunk: boolean() | nil,
  metadata: map(),
  task_id: String.t()
}
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          @spec new(String.t(), A2A.Artifact.t(), keyword()) :: t()


      


Creates a new artifact update event.

  


        

      


  

    
A2A.Event.StatusUpdate 
    



      
A streaming event indicating a task status change.
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        new(task_id, status, opts \\ [])

      


        Creates a new status update event.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.Event.StatusUpdate{
  context_id: String.t() | nil,
  final: boolean(),
  metadata: map(),
  status: A2A.Task.Status.t(),
  task_id: String.t()
}
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          @spec new(String.t(), A2A.Task.Status.t(), keyword()) :: t()


      


Creates a new status update event.

  


        

      


  

    
A2A.Extension behaviour
    



      
Behaviour for A2A v1.0 protocol extensions.
An extension module advertises a URI in its declaration/1, optionally
participates in per-request activation via activate/3, and can hook into
the request/response pipeline via handle_request/3 and
handle_response/3. Configured on A2A.Plug and A2A.Client as a list
of module() or {module(), keyword()} tuples.
See the A2A v1.0 extensions topic
for protocol-level semantics. This module implements the data-only and
profile extension categories; method extensions (registering new RPC
methods) and state-machine extensions are not yet supported.
Defining an extension
defmodule MyApp.TimestampExtension do
  @behaviour A2A.Extension
  @uri "https://example.com/ext/timestamp"

  @impl true
  def declaration(_state) do
    %A2A.AgentExtension{uri: @uri, description: "Adds request timestamps"}
  end

  @impl true
  def activate(_requested_uris, _ctx, _state) do
    {:ok, System.system_time(:millisecond)}
  end

  @impl true
  def handle_response(task, _params, started_at) do
    {:ok, A2A.Extension.put_metadata(task, __MODULE__, %{started_at: started_at}),
     started_at}
  end
end
Activation model
At Plug/Client init time each configured extension's init/1 is called
with its opts; the returned state is kept alongside the module. Per
request, the server parses the A2A-Extensions header and for each
configured extension whose declared URI is in the requested set, calls
activate/3 with the requested URI list, the request context, and the
init state. activate/3 may return {:ok, activation} to participate,
:skip to opt out for this request, or {:error, error} to abort with
a JSON-RPC error. The list of activated URIs is echoed in the response
A2A-Extensions header.
Required extensions (required: true in declaration/1) that are not
declared in the client's request header trigger
ExtensionSupportRequiredError (-32008) before activation runs.
Hooks
Activated extensions can mutate the request or response:
	handle_request/3 — receives the decoded message, JSON-RPC params,
and the extension's activation. Runs in declaration order before the
request is dispatched to the agent.
	handle_response/3 — receives the task, JSON-RPC params, and the
activation. Runs in declaration order after the agent replies and
before the task is encoded.

Both callbacks are optional; data-only extensions implement neither.
Reading activations inside an agent
Activations are surfaced to the agent's handle_message/2 as
context.extensions, a %{uri => activation} map. The
A2A.Extension.fetch/2 and A2A.Extension.activated?/2 helpers look up
by module rather than URI string.
def handle_message(message, context) do
  case A2A.Extension.fetch(context, MyApp.TimestampExtension) do
    {:ok, started_at} -> use_timestamp(message, started_at)
    :error -> handle_without(message)
  end
end
Configuring extensions
Server side, pass :extensions to A2A.Plug. The configured
declarations are merged into capabilities.extensions on the served
agent card, and the negotiation pipeline runs around every JSON-RPC
dispatch.
# Standalone with Bandit
Bandit.start_link(
  plug: {A2A.Plug,
    agent: MyAgent,
    base_url: "http://localhost:4000",
    extensions: [A2A.Extension.Timestamp, {MyApp.Passport, issuer: "acme"}]}
)

# Or in a Phoenix router
forward "/a2a", A2A.Plug,
  agent: MyAgent,
  base_url: "http://localhost:4000/a2a",
  extensions: [A2A.Extension.Timestamp]
Client side, pass :extensions to A2A.Client.new/2. The configured
URIs are sent in the A2A-Extensions request header on every call.
A2A.Client.parse_extensions_header/1 and
A2A.Client.activated/2 read the server's response header to discover
which extensions actually ran.
client = A2A.Client.new("http://localhost:4000",
  extensions: [A2A.Extension.Timestamp])

{:ok, task} = A2A.Client.send_message(client, "hi")
task.metadata[A2A.Extension.Timestamp.uri()]
#=> %{"received_at" => ..., "completed_at" => ...}
Reference
A2A.Extension.Timestamp ships in-tree as a complete profile-extension
example covering declaration/1, activate/3,
handle_request/3, and handle_response/3. See
examples/extensions.exs
for an end-to-end runnable demo.
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        activation()

      


        An extension's per-request activation value (opaque to the framework).



    


    
      
        activations()

      


        Ordered list of activations for hook chaining.



    


    
      
        compiled()

      


        Internal compiled extension entry. Pipeline state: the module, its init
state, and its (cached) declaration.



    


    
      
        config_entry()

      


        User-facing extension configuration entry.



    


    
      
        state()

      


        An extension's init state (returned from init/1).



    





  
    Callbacks
  


    
      
        activate(requested_uris, ctx, state)

      


        Called once per request when the client has declared this extension in
its A2A-Extensions header. Returns the activation value that is
threaded through subsequent hooks, or :skip to opt out for this
request, or {:error, error} to abort the request.



    


    
      
        declaration(state)

      


        Returns the %A2A.AgentExtension{} describing this extension. The URI is
used both for agent-card advertisement and for matching against the
A2A-Extensions request header.



    


    
      
        handle_request(t, params, activation)

      


        Optional. Mutate the inbound message or JSON-RPC params before dispatch.
Runs in declaration order across activated extensions.



    


    
      
        handle_response(arg1, params, activation)

      


        Optional. Mutate the outbound task or message before encoding. Runs in
declaration order across activated extensions.



    


    
      
        init(opts)

      


        Validates and compiles the extension's options. Called once when the
parent plug or client is initialised. The returned value is threaded
back into the remaining callbacks as the state argument.



    





  
    Functions
  


    
      
        activate(compiled, requested, ctx)

      


        Runs activate/3 for each configured extension whose declared URI is in
the requested list. Returns an ordered list of {module, activation, uri}
tuples and the matching URI list, or an error if any extension's
activate/3 returned {:error, ...}.



    


    
      
        activated?(ctx, module)

      


        Returns true if the given extension module is activated in the context.



    


    
      
        declarations(compiled)

      


        Returns the declarations of all compiled extensions, in declaration order.



    


    
      
        declared_uris(compiled)

      


        Returns the URIs declared by all compiled extensions, in declaration order.



    


    
      
        fetch(arg1, module)

      


        Fetches the activation value for the given extension module from a
request context. Returns {:ok, activation} or :error.



    


    
      
        parse_header(value)

      


        Parses a list of raw A2A-Extensions header values (HTTP allows multiple
values, each potentially comma-separated) into a deduplicated list of
requested URIs.



    


    
      
        put_metadata(msg, module, value)

      


        Convenience for namespacing a value under an extension's URI inside the
metadata field of a Message, Artifact, or Task.



    


    
      
        required_uris(compiled)

      


        Returns the URIs of declarations that are marked required: true.



    


    
      
        run_request(activations, message, params)

      


        Runs the handle_request/3 chain over an activated extension list.
Returns possibly-mutated message, params, and the (possibly-updated)
activations list, or {:error, error} if any extension aborted.



    


    
      
        run_response(activations, task, params)

      


        Runs the handle_response/3 chain over an activated extension list.
Returns the possibly-mutated task or message and the updated activations list.



    


    
      
        to_context_map(activations)

      


        Converts the ordered activations list into the %{uri => activation}
map exposed to the agent via context.extensions.



    


    
      
        validate_required(compiled, requested)

      


        Validates required-extension presence against the client's requested URIs.
Returns :ok or {:error, missing_uris}.
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          @type activation() :: term()


      


An extension's per-request activation value (opaque to the framework).
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          @type activations() :: [{module(), activation(), String.t()}]


      


Ordered list of activations for hook chaining.
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          @type compiled() :: {module(), state(), A2A.AgentExtension.t()}


      


Internal compiled extension entry. Pipeline state: the module, its init
state, and its (cached) declaration.

  



  
    
      
    
    
      config_entry()



        
          
        

    

  


  

      

          @type config_entry() :: module() | {module(), keyword()}


      


User-facing extension configuration entry.

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      


An extension's init state (returned from init/1).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      activate(requested_uris, ctx, state)


        (optional)


        
          
        

    

  


  

      

          @callback activate(requested_uris :: [String.t()], ctx :: map(), state()) ::
  {:ok, activation()} | :skip | {:error, A2A.JSONRPC.Error.t()}


      


Called once per request when the client has declared this extension in
its A2A-Extensions header. Returns the activation value that is
threaded through subsequent hooks, or :skip to opt out for this
request, or {:error, error} to abort the request.
Defaults to {:ok, nil} (always activate, no per-request state).

  



  
    
      
    
    
      declaration(state)



        
          
        

    

  


  

      

          @callback declaration(state()) :: A2A.AgentExtension.t()


      


Returns the %A2A.AgentExtension{} describing this extension. The URI is
used both for agent-card advertisement and for matching against the
A2A-Extensions request header.

  



  
    
      
    
    
      handle_request(t, params, activation)


        (optional)


        
          
        

    

  


  

      

          @callback handle_request(A2A.Message.t(), params :: map(), activation()) ::
  {:ok, A2A.Message.t(), params :: map(), activation()}
  | {:error, A2A.JSONRPC.Error.t()}


      


Optional. Mutate the inbound message or JSON-RPC params before dispatch.
Runs in declaration order across activated extensions.

  



  
    
      
    
    
      handle_response(arg1, params, activation)


        (optional)


        
          
        

    

  


  

      

          @callback handle_response(A2A.Task.t() | A2A.Message.t(), params :: map(), activation()) ::
  {:ok, A2A.Task.t() | A2A.Message.t(), activation()}


      


Optional. Mutate the outbound task or message before encoding. Runs in
declaration order across activated extensions.

  



  
    
      
    
    
      init(opts)


        (optional)


        
          
        

    

  


  

      

          @callback init(opts :: keyword()) :: state()


      


Validates and compiles the extension's options. Called once when the
parent plug or client is initialised. The returned value is threaded
back into the remaining callbacks as the state argument.
Defaults to ignoring opts and returning nil.

  


        

      

      
        Functions


        


  
    
      
    
    
      activate(compiled, requested, ctx)



        
          
        

    

  


  

      

          @spec activate([compiled()], [String.t()], map()) ::
  {:ok, activations(), [String.t()]} | {:error, A2A.JSONRPC.Error.t()}


      


Runs activate/3 for each configured extension whose declared URI is in
the requested list. Returns an ordered list of {module, activation, uri}
tuples and the matching URI list, or an error if any extension's
activate/3 returned {:error, ...}.
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          @spec activated?(map(), module()) :: boolean()


      


Returns true if the given extension module is activated in the context.

  



  
    
      
    
    
      declarations(compiled)



        
          
        

    

  


  

      

          @spec declarations([compiled()]) :: [A2A.AgentExtension.t()]


      


Returns the declarations of all compiled extensions, in declaration order.

  



  
    
      
    
    
      declared_uris(compiled)



        
          
        

    

  


  

      

          @spec declared_uris([compiled()]) :: [String.t()]


      


Returns the URIs declared by all compiled extensions, in declaration order.

  



  
    
      
    
    
      fetch(arg1, module)



        
          
        

    

  


  

      

          @spec fetch(map(), module()) :: {:ok, activation()} | :error


      


Fetches the activation value for the given extension module from a
request context. Returns {:ok, activation} or :error.

  



  
    
      
    
    
      parse_header(value)



        
          
        

    

  


  

      

          @spec parse_header([String.t()] | String.t() | nil) :: [String.t()]


      


Parses a list of raw A2A-Extensions header values (HTTP allows multiple
values, each potentially comma-separated) into a deduplicated list of
requested URIs.

  



  
    
      
    
    
      put_metadata(msg, module, value)



        
          
        

    

  


  

      

          @spec put_metadata(
  A2A.Message.t() | A2A.Artifact.t() | A2A.Task.t(),
  module(),
  term()
) ::
  A2A.Message.t() | A2A.Artifact.t() | A2A.Task.t()


      


Convenience for namespacing a value under an extension's URI inside the
metadata field of a Message, Artifact, or Task.

  



  
    
      
    
    
      required_uris(compiled)



        
          
        

    

  


  

      

          @spec required_uris([compiled()]) :: [String.t()]


      


Returns the URIs of declarations that are marked required: true.

  



  
    
      
    
    
      run_request(activations, message, params)



        
          
        

    

  


  

      

          @spec run_request(activations(), A2A.Message.t(), map()) ::
  {:ok, A2A.Message.t(), map(), activations()} | {:error, A2A.JSONRPC.Error.t()}


      


Runs the handle_request/3 chain over an activated extension list.
Returns possibly-mutated message, params, and the (possibly-updated)
activations list, or {:error, error} if any extension aborted.

  



  
    
      
    
    
      run_response(activations, task, params)



        
          
        

    

  


  

      

          @spec run_response(activations(), A2A.Task.t() | A2A.Message.t(), map()) ::
  {:ok, A2A.Task.t() | A2A.Message.t(), activations()}


      


Runs the handle_response/3 chain over an activated extension list.
Returns the possibly-mutated task or message and the updated activations list.

  



  
    
      
    
    
      to_context_map(activations)



        
          
        

    

  


  

      

          @spec to_context_map(activations()) :: %{required(String.t()) => activation()}


      


Converts the ordered activations list into the %{uri => activation}
map exposed to the agent via context.extensions.

  



  
    
      
    
    
      validate_required(compiled, requested)



        
          
        

    

  


  

      

          @spec validate_required([compiled()], [String.t()]) :: :ok | {:error, [String.t()]}


      


Validates required-extension presence against the client's requested URIs.
Returns :ok or {:error, missing_uris}.

  


        

      


  

    
A2A.Extension.Timestamp 
    



      
Reference A2A.Extension that timestamps requests and responses.
Stamps Message.metadata on the way in and Task.metadata on the way
out under the extension's URI:
"https://a2a-protocol.org/extensions/timestamp/v1" => %{
  received_at: 1_700_000_000_000,
  completed_at: 1_700_000_000_042
}
Times are wall-clock milliseconds via System.system_time(:millisecond).
Usage
Configure on the server and (optionally) on the client. Both must declare
the URI for the activation to round-trip.
# Server
Bandit.start_link(
  plug: {A2A.Plug,
    agent: MyAgent,
    base_url: "http://localhost:4000",
    extensions: [A2A.Extension.Timestamp]}
)

# Client
client = A2A.Client.new("http://localhost:4000",
  extensions: [A2A.Extension.Timestamp])

{:ok, task} = A2A.Client.send_message(client, "hi")
task.metadata["https://a2a-protocol.org/extensions/timestamp/v1"]
#=> %{"received_at" => 1700000000000, "completed_at" => 1700000000042}
Map keys are atoms on the server (before encoding) and strings on the
client (after JSON decode).
What this exercises
This module implements every optional callback of A2A.Extension:
	A2A.Extension.declaration/1 — non-required profile extension.
	A2A.Extension.activate/3 — captures the per-request start time.
	A2A.Extension.handle_request/3 — stamps the inbound message metadata.
	A2A.Extension.handle_response/3 — stamps the outbound task metadata.

Copy it as a starting template for your own profile-style extension.
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        activation()

      


        Activation state: the wall-clock millisecond when the request was first
observed by the server.
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        uri()

      


        The stable URI advertised by this extension.
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          @type activation() :: %{received_at: integer()}


      


Activation state: the wall-clock millisecond when the request was first
observed by the server.
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          @spec uri() :: String.t()


      


The stable URI advertised by this extension.

  


        

      


  

    
A2A.FileContent 
    



      
Represents file content with either inline bytes or a URI reference.
At least one of bytes or uri must be provided.
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_bytes(bytes, opts \\ [])

      


        Creates a new FileContent with inline bytes.



    


    
      
        from_uri(uri, opts \\ [])

      


        Creates a new FileContent with a URI reference.
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          @type t() :: %A2A.FileContent{
  bytes: binary() | nil,
  mime_type: String.t() | nil,
  name: String.t() | nil,
  uri: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      from_bytes(bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec from_bytes(binary(), keyword()) :: t()


      


Creates a new FileContent with inline bytes.

  



    

  
    
      
    
    
      from_uri(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec from_uri(String.t(), keyword()) :: t()


      


Creates a new FileContent with a URI reference.

  


        

      


  

    
A2A.JSON 
    



      
Codec for converting between Elixir structs and the A2A v1.0 camelCase JSON wire format.
Produces intermediate maps (not JSON strings) suitable for composing with
JSON-RPC envelopes. Use Jason.encode!/1 on the result when you need a string.
Encoding emits the v1.0 flat shape (no kind discriminator, flat Part
with text/data/raw/url + mediaType/filename). Decoding accepts
both v1.0 and the legacy v0.3 shape (nested file: {bytes|uri, mimeType}
and kind-tagged parts) so v0.3 clients keep working.
Encoding
iex> part = A2A.Part.Text.new("hello")
iex> {:ok, map} = A2A.JSON.encode(part)
iex> map
%{"text" => "hello"}
Decoding
iex> {:ok, part} = A2A.JSON.decode(%{"text" => "hello"}, :part)
iex> part
%A2A.Part.Text{text: "hello", metadata: %{}}

      


      
        Summary


  
    Types
  


    
      
        decode_type()

      


    


    
      
        encode_result()

      


    





  
    Functions
  


    
      
        decode(map, atom)

      


        Decodes a JSON map into an Elixir struct of the given type.



    


    
      
        decode!(map, type)

      


        Decodes a JSON map into an Elixir struct, raising on failure.



    


    
      
        decode_agent_card(map)

      


        Decodes a JSON map into an %A2A.AgentCard{} struct.



    


    
      
        decode_state(str)

      


        Decodes a wire-format state string to an atom.



    


    
      
        encode(task)

      


        Encodes an Elixir struct to a JSON-ready map.



    


    
      
        encode!(struct)

      


        Encodes an Elixir struct to a JSON-ready map, raising on failure.



    


    
      
        encode_agent_card(card, opts \\ [])

      


        Encodes an agent card into the AgentCard JSON format.



    


    
      
        encode_known_keys(source, mappings)

      


        Converts an Elixir map with atom keys to a camelCase JSON map.



    


    
      
        encode_stream_response(task)

      


        Encodes a streaming event into the v1.0 StreamResponse wrapper.



    


    
      
        valid_state_strings()

      


        Returns the list of valid v0.3 wire-format state strings.



    





      


      
        Types


        


  
    
      
    
    
      decode_type()



        
          
        

    

  


  

      

          @type decode_type() ::
  :task
  | :status
  | :message
  | :artifact
  | :part
  | :file_content
  | :event
  | :status_update_event
  | :artifact_update_event
  | :push_notification_config


      



  



  
    
      
    
    
      encode_result()



        
          
        

    

  


  

      

          @type encode_result() :: {:ok, map()} | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(map, atom)



        
          
        

    

  


  

      

          @spec decode(map(), decode_type()) :: {:ok, struct()} | {:error, term()}


      


Decodes a JSON map into an Elixir struct of the given type.
Returns {:ok, struct} on success or {:error, reason} on failure.
The :part type dispatches on the "kind" field, or infers the type
from content fields ("text", "file", "data") when "kind" is
absent (v0.3 format). The :event type dispatches on the v1.0
StreamResponse wrapper key — "task", "message", "statusUpdate" or
"artifactUpdate" — falling back to the v0.3 "kind" discriminator.

  



  
    
      
    
    
      decode!(map, type)



        
          
        

    

  


  

      

          @spec decode!(map(), decode_type()) :: struct()


      


Decodes a JSON map into an Elixir struct, raising on failure.

  



  
    
      
    
    
      decode_agent_card(map)



        
          
        

    

  


  

      

          @spec decode_agent_card(map()) :: {:ok, A2A.AgentCard.t()} | {:error, term()}


      


Decodes a JSON map into an %A2A.AgentCard{} struct.
Returns {:ok, agent_card} on success or {:error, reason} on failure.
Example
iex> map = %{
...>   "name" => "test",
...>   "description" => "A test agent",
...>   "url" => "https://example.com",
...>   "version" => "1.0.0",
...>   "skills" => [
...>     %{"id" => "s1", "name" => "Skill", "description" => "Does things", "tags" => []}
...>   ]
...> }
iex> {:ok, card} = A2A.JSON.decode_agent_card(map)
iex> card.name
"test"

  



  
    
      
    
    
      decode_state(str)



        
          
        

    

  


  

      

          @spec decode_state(String.t()) ::
  {:ok, atom()} | {:error, {:invalid_state, String.t()}}


      


Decodes a wire-format state string to an atom.
Accepts both v0.3 ("TASK_STATE_WORKING") and legacy ("working")
formats.

  



  
    
      
    
    
      encode(task)



        
          
        

    

  


  

      

          @spec encode(struct()) :: encode_result()


      


Encodes an Elixir struct to a JSON-ready map.
Returns {:ok, map} on success or {:error, reason} on failure.
Optional nil fields and empty collections are omitted from the output.

  



  
    
      
    
    
      encode!(struct)



        
          
        

    

  


  

      

          @spec encode!(struct()) :: map()


      


Encodes an Elixir struct to a JSON-ready map, raising on failure.

  



    

  
    
      
    
    
      encode_agent_card(card, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_agent_card(A2A.AgentCard.t() | A2A.Agent.card(), keyword()) :: map()


      


Encodes an agent card into the AgentCard JSON format.
Accepts either a plain map (as returned by A2A.Agent.agent_card/0) or a
fully-populated %A2A.AgentCard{} struct. When a struct is passed, fields
like capabilities, provider, documentation_url, etc. are read from
the struct and used as defaults. Options in opts always take precedence
over struct fields.
In v1.0 the top-level url and protocolVersion fields are gone from the
wire format — both are per-interface. The :url option is still required
because it seeds the default supportedInterfaces entry; pass
:supported_interfaces directly to override.
Options
All options override the corresponding struct field when a
%A2A.AgentCard{} is passed as card.
	:url — agent endpoint URL, used as the default supportedInterfaces[0].url
	:capabilities — AgentCapabilities map (default: %{})
	:default_input_modes — list of MIME types (default: ["text/plain"])
	:default_output_modes — list of MIME types (default: ["text/plain"])
	:provider — %{organization: ..., url: ...} map
	:documentation_url — URL string
	:icon_url — URL string
	:supported_interfaces — list of %{url: ..., protocol_binding: ..., protocol_version: ...} maps. Defaults to a single JSON-RPC interface
derived from :url.
	:security_schemes — %{name => %SecurityScheme.X{}} map
	:security — list of %{name => scopes} maps (OpenAPI-style)
	:signatures — list of JWS signature maps (each %{"protected" => ..., "signature" => ..., "header" => ...})


  



  
    
      
    
    
      encode_known_keys(source, mappings)



        
          
        

    

  


  

      

          @spec encode_known_keys(map(), [{String.t(), atom()}]) :: map()


      


Converts an Elixir map with atom keys to a camelCase JSON map.
Each mapping is a {json_key, atom_key} pair. Keys whose values are nil
(or absent) are omitted from the result. Looks up both the atom key and the
JSON-string key so the function works with either representation.

  



  
    
      
    
    
      encode_stream_response(task)



        
          
        

    

  


  

      

          @spec encode_stream_response(struct()) :: encode_result()


      


Encodes a streaming event into the v1.0 StreamResponse wrapper.
Streaming operations and push notification payloads carry exactly one of
task, message, statusUpdate or artifactUpdate. The wrapper key is
the discriminator, which is why the wrapped objects carry no kind of
their own — the schema rejects unknown properties at both levels.

  



  
    
      
    
    
      valid_state_strings()



        
          
        

    

  


  

      

          @spec valid_state_strings() :: [String.t()]


      


Returns the list of valid v0.3 wire-format state strings.

  


        

      


  

    
A2A.JSONRPC behaviour
    



      
Transport-agnostic JSON-RPC 2.0 dispatch layer for the A2A protocol.
Defines a handler behaviour and a handle/3 function that parses JSON-RPC
envelopes, validates params, and dispatches to the handler module.
Handler behaviour
Three callbacks are required — every A2A server answers these methods:
defmodule MyHandler do
  @behaviour A2A.JSONRPC

  @impl true
  def handle_send(message, params, context) do
    # process the message, return {:ok, task}, {:ok, message}, or
    # {:error, error} — `SendMessageResponse` is a Task/Message oneof
  end

  @impl true
  def handle_get(task_id, params, context) do
    # look up the task
  end

  @impl true
  def handle_cancel(task_id, params, context) do
    # cancel the task
  end
end
Five more are optional, and each has a defined answer when absent:
	handle_list/2 serves tasks/list. Without it that method answers
-32601, method not found.
	handle_set_push_config/3, handle_get_push_config/4,
handle_list_push_configs/3 and handle_delete_push_config/4 serve
the four tasks/pushNotificationConfig/* methods. Without them those
answer -32003, push notifications not supported.

Presence is checked per request with Code.ensure_loaded?/1 and
function_exported?/3, so a handler implementing none of the optional
callbacks behaves exactly as it did before they existed.
Dispatching
case A2A.JSONRPC.handle(decoded_body, MyHandler) do
  {:reply, response_map} -> send_json(response_map)
  {:stream, method, params, id} -> start_sse(method, params, id)
end
The third argument to handle/3 is a context map, threaded unchanged to
every callback, which transports use to pass per-request data.

      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Callbacks
  


    
      
        handle_cancel(task_id, params, context)

      


        Called for tasks/cancel requests.



    


    
      
        handle_delete_push_config(task_id, config_id, params, context)

      


        Called for tasks/pushNotificationConfig/delete requests. Optional.



    


    
      
        handle_get(task_id, params, context)

      


        Called for tasks/get requests.



    


    
      
        handle_get_push_config(task_id, config_id, params, context)

      


        Called for tasks/pushNotificationConfig/get requests. Optional.



    


    
      
        handle_list(params, context)

      


        Called for tasks/list requests. Optional.



    


    
      
        handle_list_push_configs(task_id, params, context)

      


        Called for tasks/pushNotificationConfig/list requests. Optional.



    


    
      
        handle_send(t, params, context)

      


        Called for message/send and message/stream requests.



    


    
      
        handle_set_push_config(t, params, context)

      


        Called for tasks/pushNotificationConfig/set requests. Optional.



    





  
    Functions
  


    
      
        handle(raw, handler, context \\ %{})

      


        Parses a JSON-RPC 2.0 request map and dispatches to the handler.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:reply, map()} | {:stream, String.t(), map(), String.t() | integer() | nil}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_cancel(task_id, params, context)



        
          
        

    

  


  

      

          @callback handle_cancel(task_id :: String.t(), params :: map(), context :: map()) ::
  {:ok, A2A.Task.t()} | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/cancel requests.

  



  
    
      
    
    
      handle_delete_push_config(task_id, config_id, params, context)


        (optional)


        
          
        

    

  


  

      

          @callback handle_delete_push_config(
  task_id :: String.t(),
  config_id :: String.t(),
  params :: map(),
  context :: map()
) :: :ok | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/pushNotificationConfig/delete requests. Optional.

  



  
    
      
    
    
      handle_get(task_id, params, context)



        
          
        

    

  


  

      

          @callback handle_get(task_id :: String.t(), params :: map(), context :: map()) ::
  {:ok, A2A.Task.t()} | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/get requests.

  



  
    
      
    
    
      handle_get_push_config(task_id, config_id, params, context)


        (optional)


        
          
        

    

  


  

      

          @callback handle_get_push_config(
  task_id :: String.t(),
  config_id :: String.t(),
  params :: map(),
  context :: map()
) :: {:ok, A2A.PushNotificationConfig.t()} | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/pushNotificationConfig/get requests. Optional.

  



  
    
      
    
    
      handle_list(params, context)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list(params :: map(), context :: map()) ::
  {:ok, map()} | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/list requests. Optional.

  



  
    
      
    
    
      handle_list_push_configs(task_id, params, context)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_push_configs(
  task_id :: String.t(),
  params :: map(),
  context :: map()
) ::
  {:ok, [A2A.PushNotificationConfig.t()]} | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/pushNotificationConfig/list requests. Optional.

  



  
    
      
    
    
      handle_send(t, params, context)



        
          
        

    

  


  

      

          @callback handle_send(A2A.Message.t(), params :: map(), context :: map()) ::
  {:ok, A2A.Task.t() | A2A.Message.t()} | {:error, A2A.JSONRPC.Error.t()}


      


Called for message/send and message/stream requests.

  



  
    
      
    
    
      handle_set_push_config(t, params, context)


        (optional)


        
          
        

    

  


  

      

          @callback handle_set_push_config(
  A2A.PushNotificationConfig.t(),
  params :: map(),
  context :: map()
) ::
  {:ok, A2A.PushNotificationConfig.t()} | {:error, A2A.JSONRPC.Error.t()}


      


Called for tasks/pushNotificationConfig/set requests. Optional.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      handle(raw, handler, context \\ %{})



        
          
        

    

  


  

      

          @spec handle(map(), module(), map()) :: result()


      


Parses a JSON-RPC 2.0 request map and dispatches to the handler.
An optional context map is threaded through to every handler
callback, letting transports like A2A.Plug pass per-request data
(agent pid, metadata, etc.) without the process dictionary.
Returns {:reply, response_map} for synchronous methods, or
{:stream, method, params, id} for streaming methods.

  


        

      


  

    
A2A.JSONRPC.Error 
    



      
JSON-RPC 2.0 error with A2A-specific error codes.
Provides a struct and named constructors for the 14 error codes defined by
the A2A protocol (5 standard JSON-RPC + 9 A2A-specific).
A2A-specific errors (-32001..-32009) serialize with a google.rpc.ErrorInfo
object inside a "data" array, as the spec requires. The 5 standard JSON-RPC
codes have no defined reason and keep their free-form data.
Example
iex> error = A2A.JSONRPC.Error.task_not_found()
iex> error.code
-32001
iex> A2A.JSONRPC.Error.to_map(error)
%{
  "code" => -32001,
  "message" => "Task not found",
  "data" => [
    %{
      "@type" => "type.googleapis.com/google.rpc.ErrorInfo",
      "domain" => "a2a-protocol.org",
      "reason" => "TASK_NOT_FOUND"
    }
  ]
}

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        authenticated_extended_card_not_configured(data \\ nil)

      


        Builds an authenticated extended card not configured error (-32007).



    


    
      
        content_type_not_supported(data \\ nil)

      


        Builds a content type not supported error (-32005).



    


    
      
        extension_support_required(data \\ nil)

      


        Builds an extension support required error (-32008).



    


    
      
        internal_error(data \\ nil)

      


        Builds an internal error (-32603).



    


    
      
        invalid_agent_response(data \\ nil)

      


        Builds an invalid agent response error (-32006).



    


    
      
        invalid_params(data \\ nil)

      


        Builds an invalid params error (-32602).



    


    
      
        invalid_request(data \\ nil)

      


        Builds an invalid request error (-32600).



    


    
      
        method_not_found(data \\ nil)

      


        Builds a method not found error (-32601).



    


    
      
        parse_error(data \\ nil)

      


        Builds a parse error (-32700).



    


    
      
        push_notification_not_supported(data \\ nil)

      


        Builds a push notification not supported error (-32003).



    


    
      
        task_not_cancelable(data \\ nil)

      


        Builds a task not cancelable error (-32002).



    


    
      
        task_not_found(data \\ nil)

      


        Builds a task not found error (-32001).



    


    
      
        to_map(error)

      


        Converts an error struct to a JSON-ready map.



    


    
      
        unsupported_operation(data \\ nil)

      


        Builds an unsupported operation error (-32004).



    


    
      
        version_not_supported(data \\ nil)

      


        Builds a version not supported error (-32009).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.JSONRPC.Error{code: integer(), data: term(), message: String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      authenticated_extended_card_not_configured(data \\ nil)



        
          
        

    

  


  

      

          @spec authenticated_extended_card_not_configured(term()) :: t()


      


Builds an authenticated extended card not configured error (-32007).

  



    

  
    
      
    
    
      content_type_not_supported(data \\ nil)



        
          
        

    

  


  

      

          @spec content_type_not_supported(term()) :: t()


      


Builds a content type not supported error (-32005).

  



    

  
    
      
    
    
      extension_support_required(data \\ nil)



        
          
        

    

  


  

      

          @spec extension_support_required(term()) :: t()


      


Builds an extension support required error (-32008).

  



    

  
    
      
    
    
      internal_error(data \\ nil)



        
          
        

    

  


  

      

          @spec internal_error(term()) :: t()


      


Builds an internal error (-32603).

  



    

  
    
      
    
    
      invalid_agent_response(data \\ nil)



        
          
        

    

  


  

      

          @spec invalid_agent_response(term()) :: t()


      


Builds an invalid agent response error (-32006).

  



    

  
    
      
    
    
      invalid_params(data \\ nil)



        
          
        

    

  


  

      

          @spec invalid_params(term()) :: t()


      


Builds an invalid params error (-32602).

  



    

  
    
      
    
    
      invalid_request(data \\ nil)



        
          
        

    

  


  

      

          @spec invalid_request(term()) :: t()


      


Builds an invalid request error (-32600).

  



    

  
    
      
    
    
      method_not_found(data \\ nil)



        
          
        

    

  


  

      

          @spec method_not_found(term()) :: t()


      


Builds a method not found error (-32601).

  



    

  
    
      
    
    
      parse_error(data \\ nil)



        
          
        

    

  


  

      

          @spec parse_error(term()) :: t()


      


Builds a parse error (-32700).

  



    

  
    
      
    
    
      push_notification_not_supported(data \\ nil)



        
          
        

    

  


  

      

          @spec push_notification_not_supported(term()) :: t()


      


Builds a push notification not supported error (-32003).

  



    

  
    
      
    
    
      task_not_cancelable(data \\ nil)



        
          
        

    

  


  

      

          @spec task_not_cancelable(term()) :: t()


      


Builds a task not cancelable error (-32002).

  



    

  
    
      
    
    
      task_not_found(data \\ nil)



        
          
        

    

  


  

      

          @spec task_not_found(term()) :: t()


      


Builds a task not found error (-32001).

  



  
    
      
    
    
      to_map(error)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Converts an error struct to a JSON-ready map.
For A2A-specific codes (-32001..-32009) "data" is always an array carrying
a google.rpc.ErrorInfo object; any free-form data is preserved under its
"metadata". For standard JSON-RPC codes "data" is passed through as-is
and omitted when nil.
iex> error = A2A.JSONRPC.Error.internal_error("boom")
iex> A2A.JSONRPC.Error.to_map(error)
%{"code" => -32603, "message" => "Internal error", "data" => "boom"}

  



    

  
    
      
    
    
      unsupported_operation(data \\ nil)



        
          
        

    

  


  

      

          @spec unsupported_operation(term()) :: t()


      


Builds an unsupported operation error (-32004).

  



    

  
    
      
    
    
      version_not_supported(data \\ nil)



        
          
        

    

  


  

      

          @spec version_not_supported(term()) :: t()


      


Builds a version not supported error (-32009).

  


        

      


  

    
A2A.Message 
    



      
A single turn of communication between user and agent.
Messages contain typed parts and are identified by role (:user or :agent).
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    Types
  


    
      
        role()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new_agent(text)

      


        Creates a new agent message from text or parts.



    


    
      
        new_user(text)

      


        Creates a new user message from text or parts.



    


    
      
        text(message)

      


        Extracts the text from the first A2A.Part.Text part, or nil if none.



    





      


      
        Types


        


  
    
      
    
    
      role()



        
          
        

    

  


  

      

          @type role() :: :user | :agent


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.Message{
  context_id: String.t() | nil,
  extensions: map(),
  message_id: String.t(),
  metadata: map(),
  parts: [A2A.Part.t()],
  reference_task_ids: [String.t()],
  role: role(),
  task_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new_agent(text)



        
          
        

    

  


  

      

          @spec new_agent(String.t() | [A2A.Part.t()]) :: t()


      


Creates a new agent message from text or parts.

  



  
    
      
    
    
      new_user(text)



        
          
        

    

  


  

      

          @spec new_user(String.t() | [A2A.Part.t()]) :: t()


      


Creates a new user message from text or parts.

  



  
    
      
    
    
      text(message)



        
          
        

    

  


  

      

          @spec text(t()) :: String.t() | nil


      


Extracts the text from the first A2A.Part.Text part, or nil if none.

  


        

      


  

    
A2A.Part 
    



      
Typed content parts used in messages and artifacts.
Three variants exist:
	A2A.Part.Text — plain text content
	A2A.Part.File — file content (inline bytes or URI)
	A2A.Part.Data — structured data (map)
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          @type t() :: A2A.Part.Text.t() | A2A.Part.File.t() | A2A.Part.Data.t()


      



  


        

      


  

    
A2A.Part.Data 
    



      
A structured data content part.
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        t()

      


    





  
    Functions
  


    
      
        new(data, metadata \\ %{})

      


        Creates a new data part.
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          @type t() :: %A2A.Part.Data{data: map(), metadata: map()}
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      new(data, metadata \\ %{})



        
          
        

    

  


  

      

          @spec new(map(), map()) :: t()


      


Creates a new data part.

  


        

      


  

    
A2A.Part.File 
    



      
A file content part.
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        new(file, metadata \\ %{})

      


        Creates a new file part.
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      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.Part.File{file: A2A.FileContent.t(), metadata: map()}
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      new(file, metadata \\ %{})



        
          
        

    

  


  

      

          @spec new(A2A.FileContent.t(), map()) :: t()


      


Creates a new file part.

  


        

      


  

    
A2A.Part.Text 
    



      
A text content part.
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(text, metadata \\ %{})

      


        Creates a new text part.
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          @type t() :: %A2A.Part.Text{metadata: map(), text: String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(text, metadata \\ %{})



        
          
        

    

  


  

      

          @spec new(String.t(), map()) :: t()


      


Creates a new text part.

  


        

      


  

    
A2A.PushNotificationConfig 
    



      
Webhook configuration for push notifications on a task.
Mirrors the TaskPushNotificationConfig object from the A2A v1.0 spec. A
task may carry several configs, each identified by :id within the scope of
its :task_id.
Registering a config is a declaration of intent only — this library stores
and serves configs but does not yet deliver webhooks. See the "Push
Notifications" section of SPEC.md.
Fields
	:id — identifier, unique per task. Generated when the client omits it.
	:task_id — the task this config belongs to (required)
	:url — webhook endpoint that receives task updates (required)
	:token — opaque token echoed back to the webhook for validation
	:authentication — credentials the server presents when calling the
webhook: %{scheme: "Bearer", credentials: "..."}

Examples
%A2A.PushNotificationConfig{
  id: "pcfg-a1B2c3D4e5F6",
  task_id: "tsk-a1B2c3D4e5F6",
  url: "https://example.com/webhook",
  authentication: %{scheme: "Bearer", credentials: "s3cret"}
}
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    Types
  


    
      
        authentication()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      authentication()



        
          
        

    

  


  

      

          @type authentication() :: %{
  optional(:scheme) => String.t(),
  optional(:credentials) => String.t() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.PushNotificationConfig{
  authentication: authentication() | nil,
  id: String.t() | nil,
  task_id: String.t() | nil,
  token: String.t() | nil,
  url: String.t()
}


      



  


        

      


  

    
A2A.PushNotificationSender behaviour
    



      
Behaviour for delivering push notification payloads to a client's webhook.
An agent that stores push notification configs (see
A2A.PushNotificationConfig) POSTs a payload to each registered URL every
time one of its tasks changes state. This behaviour is the seam where that
POST happens, so a host can route deliveries through its own queue, retry
policy or egress proxy instead of the bundled HTTP sender.
A2A.PushNotificationSender.HTTP is the default and is used automatically
when :req is available. Pass your own with :push_sender:
MyAgent.start_link(push_sender: {MyApp.Webhooks, queue: :webhooks})
Payload
payload is a decoded StreamResponse map carrying exactly one of task,
message, statusUpdate or artifactUpdate — the same shape the streaming
transport emits, per the spec's Push Notification Payload section. Encode it
with Jason.encode/1; do not wrap it in a JSON-RPC envelope.
Contract
Implementations MUST NOT block: the callback is invoked from a short-lived
process spawned by the agent, and a slow webhook must not stall task
processing for other callers. Returning {:error, reason} is reported
through telemetry and otherwise ignored — delivery is best-effort, which is
what the spec requires (at least one attempt, retries optional).
Implementations MUST send the credentials from config.authentication as an
HTTP Authorization header. That is the one hard requirement the spec places
on the caller.

      


      
        Summary


  
    Callbacks
  


    
      
        deliver(config, payload, opts)

      


        Delivers one payload to the webhook described by config.



    





      


      
        Callbacks


        


  
    
      
    
    
      deliver(config, payload, opts)



        
          
        

    

  


  

      

          @callback deliver(
  config :: A2A.PushNotificationConfig.t(),
  payload :: map(),
  opts :: keyword()
) ::
  :ok | {:error, term()}


      


Delivers one payload to the webhook described by config.
Called once per registered config per task state change.

  


        

      


  

    
A2A.PushNotificationSender.HTTP 
    



      
Default A2A.PushNotificationSender, POSTing payloads with Req.
Available only when the optional :req dependency is present, and used
automatically when it is.
Options
	:timeout — per-attempt receive timeout in ms (default: 15_000). The
spec recommends 10-30s.
	:attempts — total delivery attempts including the first
(default: 3). Retries back off exponentially from 200ms.
	:require_https — reject http:// webhook URLs (default: false).
	:block_private_ips — reject loopback, link-local and RFC 1918 hosts
(default: false).

Why the hardening is off by default
The spec makes SSRF protection and HTTPS a SHOULD for the agent, not a
MUST, and both break ordinary local development — a webhook receiver on
localhost is how the A2A compliance suite itself tests delivery. Turn
them on for an agent that accepts webhook URLs from untrusted callers:
MyAgent.start_link(
  push_sender: {A2A.PushNotificationSender.HTTP,
                require_https: true, block_private_ips: true}
)

      




  

    
A2A.Registry 
    



      
Agent discovery registry backed by ETS.
Stores {module, card} entries where card is the plain map returned by
module.agent_card/0. The GenServer owns the ETS table and handles writes;
reads go directly to ETS for concurrent access.
Usage
{:ok, _pid} = A2A.Registry.start_link(name: A2A.Registry)
:ok = A2A.Registry.register(A2A.Registry, MyAgent, MyAgent.agent_card())
{:ok, card} = A2A.Registry.get(A2A.Registry, MyAgent)
Pre-populating on Start
A2A.Registry.start_link(
  name: A2A.Registry,
  agents: [MyApp.PricingAgent, MyApp.RiskAgent]
)
Each module's agent_card/0 is called during init/1 and the result is
inserted into the table.

      


      
        Summary


  
    Functions
  


    
      
        all(registry)

      


        Returns all registered {module, card} entries.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        find_by_skill(registry, tag)

      


        Returns all agent modules whose card contains a skill with the given tag.



    


    
      
        get(registry, module)

      


        Looks up a single agent by module name.



    


    
      
        register(registry, module, card)

      


        Registers an agent module with its card.



    


    
      
        start_link(opts)

      


        Starts the registry process and creates the underlying ETS table.



    


    
      
        unregister(registry, module)

      


        Removes an agent module from the registry.



    





      


      
        Functions


        


  
    
      
    
    
      all(registry)



        
          
        

    

  


  

      

          @spec all(GenServer.server()) :: [{module(), A2A.Agent.card()}]


      


Returns all registered {module, card} entries.
Reads ETS directly — no message passing.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      find_by_skill(registry, tag)



        
          
        

    

  


  

      

          @spec find_by_skill(GenServer.server(), String.t()) :: [module()]


      


Returns all agent modules whose card contains a skill with the given tag.
Reads ETS directly — no message passing.

  



  
    
      
    
    
      get(registry, module)



        
          
        

    

  


  

      

          @spec get(GenServer.server(), module()) ::
  {:ok, A2A.Agent.card()} | {:error, :not_found}


      


Looks up a single agent by module name.
Reads ETS directly — no message passing.

  



  
    
      
    
    
      register(registry, module, card)



        
          
        

    

  


  

      

          @spec register(GenServer.server(), module(), A2A.Agent.card()) :: :ok


      


Registers an agent module with its card.
Overwrites any existing entry for the same module.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the registry process and creates the underlying ETS table.
Options
	:name — process/table name (required)
	:agents — list of agent modules to pre-populate (default: [])


  



  
    
      
    
    
      unregister(registry, module)



        
          
        

    

  


  

      

          @spec unregister(GenServer.server(), module()) :: :ok


      


Removes an agent module from the registry.

  


        

      


  

    
A2A.SecurityScheme 
    



      
Union type over the five A2A security scheme types.
Each scheme maps to a discriminator key in the wire format:
	"apiKeySecurityScheme" → %APIKey{}
	"httpAuthSecurityScheme" → %HTTPAuth{}
	"oauth2SecurityScheme" → %OAuth2{}
	"openIdConnectSecurityScheme" → %OpenIDConnect{}
	"mtlsSecurityScheme" → %MutualTLS{}
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    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  A2A.SecurityScheme.APIKey.t()
  | A2A.SecurityScheme.HTTPAuth.t()
  | A2A.SecurityScheme.OAuth2.t()
  | A2A.SecurityScheme.OpenIDConnect.t()
  | A2A.SecurityScheme.MutualTLS.t()


      



  


        

      


  

    
A2A.SecurityScheme.APIKey 
    



      
API key security scheme.
The key is sent via a header, query parameter, or cookie identified by name.
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.SecurityScheme.APIKey{in: String.t(), name: String.t()}


      



  


        

      


  

    
A2A.SecurityScheme.HTTPAuth 
    



      
HTTP authentication security scheme (e.g. Bearer, Basic, Digest).
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        t()
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          @type t() :: %A2A.SecurityScheme.HTTPAuth{scheme: String.t()}


      



  


        

      


  

    
A2A.SecurityScheme.MutualTLS 
    



      
Mutual TLS (mTLS) security scheme.
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          @type t() :: %A2A.SecurityScheme.MutualTLS{}


      



  


        

      


  

    
A2A.SecurityScheme.OAuth2 
    



      
OAuth 2.0 security scheme.
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.SecurityScheme.OAuth2{
  flows: map(),
  oauth2_metadata_url: String.t() | nil
}


      



  


        

      


  

    
A2A.SecurityScheme.OpenIDConnect 
    



      
OpenID Connect security scheme.
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      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.SecurityScheme.OpenIDConnect{open_id_connect_url: String.t()}


      



  


        

      


  

    
A2A.Task 
    



      
A unit of work managed by an agent runtime.
Tasks track lifecycle state, message history, and produced artifacts.
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    Types
  


    
      
        state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts \\ [])

      


        Creates a new task in the :submitted state.



    


    
      
        strip_stream_metadata(task)

      


        Strips the internal :stream key from task metadata.



    


    
      
        terminal?(task)

      


        Returns true if the task is in a terminal state.



    


    
      
        truncate_history(task, n)

      


        Truncates the task history to the last n entries.
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      state()



        
          
        

    

  


  

      

          @type state() :: A2A.Task.Status.state()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.Task{
  artifacts: [A2A.Artifact.t()],
  context_id: String.t() | nil,
  history: [A2A.Message.t()],
  id: String.t(),
  metadata: map(),
  status: A2A.Task.Status.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Creates a new task in the :submitted state.

  



  
    
      
    
    
      strip_stream_metadata(task)



        
          
        

    

  


  

      

          @spec strip_stream_metadata(t()) :: t()


      


Strips the internal :stream key from task metadata.
The :stream key holds a raw enumerable/function ref used by the SSE
path and must be removed before JSON encoding.

  



  
    
      
    
    
      terminal?(task)



        
          
        

    

  


  

      

          @spec terminal?(t()) :: boolean()


      


Returns true if the task is in a terminal state.

  



  
    
      
    
    
      truncate_history(task, n)



        
          
        

    

  


  

      

          @spec truncate_history(t(), non_neg_integer() | nil) :: t()


      


Truncates the task history to the last n entries.
Returns the task unchanged when n is nil. A value of 0 clears
the history entirely.

  


        

      


  

    
A2A.Task.Status 
    



      
The current status of a task, including state, optional message, and timestamp.
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        state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(state, message \\ nil)

      


        Creates a new status with the given state and current timestamp.
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      state()



        
          
        

    

  


  

      

          @type state() ::
  :submitted
  | :working
  | :input_required
  | :completed
  | :canceled
  | :failed
  | :rejected
  | :auth_required
  | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.Task.Status{
  message: A2A.Message.t() | nil,
  state: state(),
  timestamp: DateTime.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(state, message \\ nil)



        
          
        

    

  


  

      

          @spec new(state(), A2A.Message.t() | nil) :: t()


      


Creates a new status with the given state and current timestamp.

  


        

      


  

    
A2A.Telemetry 
    



      
Telemetry events emitted by the A2A library.
A2A uses :telemetry to emit events at key lifecycle points. Library
users attach handlers in their application to observe agent behaviour
in production.
Spans
Spans are emitted via :telemetry.span/3 and automatically produce
:start, :stop, and :exception suffixed events.
[:a2a, :agent, :call]
Wraps the full A2A.call/3 and A2A.stream/3 lifecycle.
Start measurements: %{system_time: integer()}
Start metadata:
%{agent: GenServer.server(), streaming: boolean()}
Stop measurements: %{duration: integer()}
Stop metadata (adds to start):
%{task_id: String.t(), status: atom(), context_id: String.t() | nil}
When the agent replies {:message, parts} there is no task, so stop
metadata is instead:
%{message_id: String.t(), context_id: String.t() | nil}
On error, stop metadata instead contains %{error: term()}.
[:a2a, :agent, :message]
Wraps the handle_message/2 callback execution inside the agent
GenServer.
Start measurements: %{system_time: integer()}
Start metadata:
%{agent: module(), task_id: String.t(), context_id: String.t() | nil}
Stop measurements: %{duration: integer()}
Stop metadata (adds to start):
%{reply_type: :reply | :message | :stream | :input_required | :error}
A :message reply type means the agent answered out-of-band: the
task_id in this span's metadata is the transient task the runtime built
for the callback, which was then discarded and never persisted.
[:a2a, :agent, :cancel]
Wraps the handle_cancel/1 callback execution.
Start measurements: %{system_time: integer()}
Start metadata:
%{agent: module(), task_id: String.t(), context_id: String.t() | nil}
Stop measurements: %{duration: integer()}
Discrete Events
[:a2a, :task, :transition]
Emitted on every task state change.
Measurements:
%{system_time: integer()}
Metadata:
%{
  task_id: String.t(),
  context_id: String.t() | nil,
  from: atom() | nil,
  to: atom()
}
[:a2a, :push_notification, :delivery]
Emitted once per registered webhook per task state change, after the
A2A.PushNotificationSender callback returns. Delivery is best-effort and
runs off the agent process, so this event is the only report of whether a
webhook was actually reached.
Measurements:
%{duration: integer()}
Metadata:
%{
  task_id: String.t(),
  context_id: String.t() | nil,
  config_id: String.t() | nil,
  url: String.t(),
  result: :ok | {:error, term()}
}

      




  

    
A2A.Version 
    



      
Helpers for the A2A-Version HTTP header (A2A v1.0 spec §3.6).
Versions are negotiated as Major.Minor strings. Patch components are
not significant and are stripped during normalization. Per spec §3.6.2
an empty or missing version is interpreted as "0.3".

      


      
        Summary


  
    Functions
  


    
      
        default()

      


        Default version a client sends in the A2A-Version request header.



    


    
      
        normalize(version)

      


        Normalizes a version string to its Major.Minor form.



    


    
      
        parse_header(value)

      


        Parses a Plug-style header value (list of strings, single string, or nil)
into a normalized Major.Minor version. An empty list or missing value
becomes "0.3".



    


    
      
        supported_default()

      


        Default list of versions a server accepts.



    


    
      
        validate(version, supported)

      


        Returns :ok when version is in the supported list, otherwise
{:error, version} with the rejected value so the caller can surface it
in a VersionNotSupportedError.



    





      


      
        Functions


        


  
    
      
    
    
      default()



        
          
        

    

  


  

      

          @spec default() :: String.t()


      


Default version a client sends in the A2A-Version request header.

  



  
    
      
    
    
      normalize(version)



        
          
        

    

  


  

      

          @spec normalize(String.t() | nil) :: String.t()


      


Normalizes a version string to its Major.Minor form.
	nil and "" → "0.3" (per spec §3.6.2)
	"1.0.3" → "1.0"
	" 0.3 " → "0.3"

Values that can't be parsed as Major.Minor are returned trimmed so the
caller can include them in an error response.

  



  
    
      
    
    
      parse_header(value)



        
          
        

    

  


  

      

          @spec parse_header([String.t()] | String.t() | nil) :: String.t()


      


Parses a Plug-style header value (list of strings, single string, or nil)
into a normalized Major.Minor version. An empty list or missing value
becomes "0.3".

  



  
    
      
    
    
      supported_default()



        
          
        

    

  


  

      

          @spec supported_default() :: [String.t()]


      


Default list of versions a server accepts.

  



  
    
      
    
    
      validate(version, supported)



        
          
        

    

  


  

      

          @spec validate(String.t(), [String.t()]) :: :ok | {:error, String.t()}


      


Returns :ok when version is in the supported list, otherwise
{:error, version} with the rejected value so the caller can surface it
in a VersionNotSupportedError.

  


        

      


  

    
A2A 
    



      
Elixir implementation of the Agent-to-Agent (A2A) protocol.
A2A provides a behaviour-based agent framework where agents are local
GenServer processes. Use A2A.call/3 and A2A.stream/3 to interact
with agents.
Quick Start
# Define an agent
defmodule MyAgent do
  use A2A.Agent,
    name: "my-agent",
    description: "Does things"

  @impl A2A.Agent
  def handle_message(message, _context) do
    {:reply, [A2A.Part.Text.new("Got: #{A2A.Message.text(message)}")]}
  end
end

# Start and call it
{:ok, _pid} = MyAgent.start_link()
{:ok, task} = A2A.call(MyAgent, "hello")

      


      
        Summary


  
    Functions
  


    
      
        call(agent, message, opts \\ [])

      


        Sends a message to a local agent and returns the resulting task.



    


    
      
        get_agent_card(agent, opts)

      


        Returns the encoded agent card for a local agent.



    


    
      
        stream(agent, message, opts \\ [])

      


        Sends a message to a streaming agent and returns the stream.
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      call(agent, message, opts \\ [])



        
          
        

    

  


  

      

          @spec call(GenServer.server(), String.t() | A2A.Message.t(), keyword()) ::
  {:ok, A2A.Task.t() | A2A.Message.t()} | {:error, term()}


      


Sends a message to a local agent and returns the resulting task.
The agent can be a module name (registered GenServer) or a PID.
The message can be a string, an A2A.Message.t(), or a list of parts.
Returns {:ok, task}, or {:ok, message} when the agent replies
{:message, parts} — a bare A2A.Message.t() with no task behind it.
Options
	:context_id — associate the message with a conversation context
	:task_id — continue an existing task (must be in a non-terminal state)
	:timeout — GenServer call timeout in ms (default: 60_000)

Examples
A2A.call(MyAgent, "hello")
A2A.call(MyAgent, message, context_id: "ctx-123")

# Multi-turn: continue an input_required task
{:ok, task} = A2A.call(MyAgent, "order pizza")
{:ok, task} = A2A.call(MyAgent, "large", task_id: task.id)

  



  
    
      
    
    
      get_agent_card(agent, opts)



        
          
        

    

  


  

      

          @spec get_agent_card(GenServer.server(), keyword()) :: map()


      


Returns the encoded agent card for a local agent.
Fetches the card via GenServer and encodes it using
A2A.JSON.encode_agent_card/2. This is useful for serving agent
cards from custom endpoints (e.g., a Phoenix controller) when you
set agent_card_path: false on A2A.Plug.
Options
	:base_url — the public URL of the agent endpoint (required)
	All other options are forwarded to A2A.JSON.encode_agent_card/2

Examples
A2A.get_agent_card(MyAgent, base_url: "https://example.com/a2a")
# => %{"name" => ..., "url" => "https://example.com/a2a", ...}

  



    

  
    
      
    
    
      stream(agent, message, opts \\ [])



        
          
        

    

  


  

      

          @spec stream(GenServer.server(), String.t() | A2A.Message.t(), keyword()) ::
  {:ok, A2A.Task.t(), Enumerable.t()}
  | {:ok, A2A.Message.t()}
  | {:error, term()}


      


Sends a message to a streaming agent and returns the stream.
The agent's handle_message/2 must return {:stream, enumerable}.
The returned stream is lazy — the caller must consume it.
An agent that replies {:message, parts} answers out-of-band instead:
the call returns {:ok, message} with no task and no stream.
Options
	:context_id — associate the message with a conversation context
	:timeout — GenServer call timeout in ms (default: 60_000)

Examples
A2A.stream(MyAgent, "research topic")
|> Stream.each(&process/1)
|> Stream.run()

  


        

      


  

    
A2A.TaskStore behaviour
    



      
Behaviour for pluggable task persistence.
Implementations store and retrieve A2A.Task structs. Each callback
receives a store reference (opaque term) that the implementation uses
to locate its storage — e.g., an ETS table name or a connection PID.
Implementing a Custom Store
defmodule MyApp.RedisTaskStore do
  @behaviour A2A.TaskStore

  @impl true
  def get(conn, task_id) do
    # ...
  end

  # ... other callbacks
end
Configuring an Agent with a Store
MyAgent.start_link(task_store: {A2A.TaskStore.ETS, :my_tasks})
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        ref()

      


    





  
    Callbacks
  


    
      
        delete(ref, task_id)

      


        Deletes a task by ID.



    


    
      
        delete_push_config(ref, task_id, config_id)

      


        Deletes a push notification config.



    


    
      
        get(ref, task_id)

      


        Retrieves a task by ID.



    


    
      
        get_push_config(ref, task_id, config_id)

      


        Retrieves a push notification config by task ID and config ID.



    


    
      
        list(ref, context_id)

      


        Lists all tasks for a given context ID.



    


    
      
        list_all(ref, opts)

      


        Lists tasks with filtering and pagination options.



    


    
      
        list_push_configs(ref, task_id)

      


        Lists every push notification config registered for a task.



    


    
      
        put(ref, t)

      


        Stores or updates a task.



    


    
      
        set_push_config(ref, t)

      


        Stores or replaces a push notification config.



    





      


      
        Types


        


  
    
      
    
    
      ref()



        
          
        

    

  


  

      

          @type ref() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(ref, task_id)



        
          
        

    

  


  

      

          @callback delete(ref(), task_id :: String.t()) :: :ok | {:error, term()}


      


Deletes a task by ID.

  



  
    
      
    
    
      delete_push_config(ref, task_id, config_id)


        (optional)


        
          
        

    

  


  

      

          @callback delete_push_config(ref(), task_id :: String.t(), config_id :: String.t()) :: :ok


      


Deletes a push notification config.
Idempotent — deleting a config that is not present returns :ok.

  



  
    
      
    
    
      get(ref, task_id)



        
          
        

    

  


  

      

          @callback get(ref(), task_id :: String.t()) :: {:ok, A2A.Task.t()} | {:error, :not_found}


      


Retrieves a task by ID.

  



  
    
      
    
    
      get_push_config(ref, task_id, config_id)


        (optional)


        
          
        

    

  


  

      

          @callback get_push_config(ref(), task_id :: String.t(), config_id :: String.t()) ::
  {:ok, A2A.PushNotificationConfig.t()} | {:error, :not_found}


      


Retrieves a push notification config by task ID and config ID.

  



  
    
      
    
    
      list(ref, context_id)



        
          
        

    

  


  

      

          @callback list(ref(), context_id :: String.t()) :: {:ok, [A2A.Task.t()]}


      


Lists all tasks for a given context ID.

  



  
    
      
    
    
      list_all(ref, opts)


        (optional)


        
          
        

    

  


  

      

          @callback list_all(ref(), opts :: keyword()) :: {:ok, map()}


      


Lists tasks with filtering and pagination options.
Options
	:context_id — filter by context ID
	:status — filter by task state atom
	:status_timestamp_after — filter to tasks updated after this DateTime
	:page_size — max results to return (default 50)
	:page_token — opaque cursor for pagination
	:history_length — number of history entries to include (default 0)
	:include_artifacts — whether to include artifacts (default false)


  



  
    
      
    
    
      list_push_configs(ref, task_id)


        (optional)


        
          
        

    

  


  

      

          @callback list_push_configs(ref(), task_id :: String.t()) ::
  {:ok, [A2A.PushNotificationConfig.t()]}


      


Lists every push notification config registered for a task.

  



  
    
      
    
    
      put(ref, t)



        
          
        

    

  


  

      

          @callback put(ref(), A2A.Task.t()) :: :ok | {:error, term()}


      


Stores or updates a task.

  



  
    
      
    
    
      set_push_config(ref, t)


        (optional)


        
          
        

    

  


  

      

          @callback set_push_config(ref(), A2A.PushNotificationConfig.t()) ::
  {:ok, A2A.PushNotificationConfig.t()} | {:error, term()}


      


Stores or replaces a push notification config.
Configs are identified by id within the scope of their task_id. Stores
that implement the push callbacks own them entirely — the agent keeps no
in-memory copy, so a delete here is authoritative.

  


        

      


  

    
A2A.TaskStore.ETS 
    



      
ETS-backed task store implementation.
Uses a named ETS table for storage. The store reference is the table name atom.
Suitable for single-node, concurrent access.
Push notification configs are kept in a second table, :"#{name}_push",
created alongside the first. They cannot share the task table: list/2 and
list_all/2 scan every row and treat it as a task, so a config row would
crash both.
Usage
{:ok, _pid} = A2A.TaskStore.ETS.start_link(name: :my_tasks)
:ok = A2A.TaskStore.ETS.put(:my_tasks, task)
{:ok, task} = A2A.TaskStore.ETS.get(:my_tasks, "tsk-abc123")
With an Agent
MyAgent.start_link(task_store: {A2A.TaskStore.ETS, :my_tasks})

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts the ETS task store process which creates the underlying table.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the ETS task store process which creates the underlying table.
Options
	:name — the table/process name (required)


  


        

      


  

    
A2A.Client 
    



      
HTTP client for consuming remote A2A agents.
Provides discovery, synchronous messaging, SSE streaming, and task
management using the A2A JSON-RPC protocol over HTTP.
Quick Start
# Discover an agent
{:ok, card} = A2A.Client.discover("https://agent.example.com")

# Create a client and send a message
client = A2A.Client.new(card)
{:ok, task} = A2A.Client.send_message(client, "Hello!")

# Stream a response
{:ok, stream} = A2A.Client.stream_message(client, "Count to 5")
Enum.each(stream, &IO.inspect/1)
Convenience Overloads
All functions that accept a %A2A.Client{} also accept a URL string
or %A2A.AgentCard{}:
{:ok, task} = A2A.Client.send_message("https://agent.example.com", "Hello!")
{:ok, task} = A2A.Client.send_message(card, "Hello!")
Options
Functions that send messages accept these options:
	:task_id — continue an existing task (multi-turn)
	:context_id — set the context ID
	:configuration — MessageSendConfiguration map
	:metadata — arbitrary metadata map
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms

Extensions
Pass :extensions to new/2 to declare A2A protocol extensions this
client supports. Their declared URIs are sent in the A2A-Extensions
request header on every call. Use parse_extensions_header/1 and
activated/2 on the resulting Req.Response to find out which
extensions the server activated.
Protocol version
Pass :version to new/2 to set the A2A-Version request header
sent on every call. Defaults to A2A.Version.default/0 ("1.0").
Use version/1 on a Req.Response to read the version the server
echoed back.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        target()

      


    





  
    Functions
  


    
      
        activated(client, response)

      


        Returns the configured extension modules whose URI appears in the
server's A2A-Extensions response header.



    


    
      
        cancel_task(target, task_id, opts \\ [])

      


        Cancels a task by ID via CancelTask.



    


    
      
        delete_push_config(target, task_id, config_id, opts \\ [])

      


        Deletes a push notification config. Idempotent — deleting a config that is
not registered succeeds.



    


    
      
        discover(base_url, opts \\ [])

      


        Discovers an agent by fetching its agent card.



    


    
      
        get_push_config(target, task_id, config_id, opts \\ [])

      


        Retrieves a push notification config by task ID and config ID.



    


    
      
        get_task(target, task_id, opts \\ [])

      


        Retrieves a task by ID via GetTask.



    


    
      
        list_push_configs(target, task_id, opts \\ [])

      


        Lists every push notification config registered for a task.



    


    
      
        new(url_or_card, opts \\ [])

      


        Creates a new client struct.



    


    
      
        parse_extensions_header(response)

      


        Parses the A2A-Extensions header from a Req.Response. Returns the
list of extension URIs the server activated for the corresponding
request, or [] if the header is absent.



    


    
      
        resubscribe(target, task_id, opts \\ [])

      


        Reattaches to a running task's event stream via SubscribeToTask.



    


    
      
        send_message(target, message, opts \\ [])

      


        Sends a message to an agent via SendMessage.



    


    
      
        set_push_config(target, config, opts \\ [])

      


        Registers a push notification config for a task.



    


    
      
        stream_message(target, message, opts \\ [])

      


        Sends a message and returns a stream of decoded SSE events.



    


    
      
        version(response)

      


        Returns the negotiated A2A protocol version from the server's
A2A-Version response header, or nil if the header is absent.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %A2A.Client{
  extensions: [A2A.Extension.compiled()],
  req: Req.Request.t(),
  url: String.t()
}


      



  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: t() | A2A.AgentCard.t() | String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      activated(client, response)



        
          
        

    

  


  

      

          @spec activated(t(), Req.Response.t()) :: [module()]


      


Returns the configured extension modules whose URI appears in the
server's A2A-Extensions response header.

  



    

  
    
      
    
    
      cancel_task(target, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec cancel_task(target(), String.t(), keyword()) ::
  {:ok, A2A.Task.t()} | {:error, term()}


      


Cancels a task by ID via CancelTask.
Options
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms

Examples
{:ok, task} = A2A.Client.cancel_task(client, "tsk-abc123")

  



    

  
    
      
    
    
      delete_push_config(target, task_id, config_id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_push_config(target(), String.t(), String.t(), keyword()) ::
  :ok | {:error, term()}


      


Deletes a push notification config. Idempotent — deleting a config that is
not registered succeeds.
Options
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms


  



    

  
    
      
    
    
      discover(base_url, opts \\ [])



        
          
        

    

  


  

      

          @spec discover(String.t(), keyword()) :: {:ok, A2A.AgentCard.t()} | {:error, term()}


      


Discovers an agent by fetching its agent card.
Sends GET /.well-known/agent-card.json and decodes the response
into an %A2A.AgentCard{}.
Options
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms
	:agent_card_path — custom discovery path
(default: "/.well-known/agent-card.json")

Examples
{:ok, card} = A2A.Client.discover("https://agent.example.com")
card.name #=> "my-agent"

  



    

  
    
      
    
    
      get_push_config(target, task_id, config_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_push_config(target(), String.t(), String.t(), keyword()) ::
  {:ok, A2A.PushNotificationConfig.t()} | {:error, term()}


      


Retrieves a push notification config by task ID and config ID.
Options
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms


  



    

  
    
      
    
    
      get_task(target, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_task(target(), String.t(), keyword()) ::
  {:ok, A2A.Task.t()} | {:error, term()}


      


Retrieves a task by ID via GetTask.
Options
	:history_length — number of history entries to include
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms

Examples
{:ok, task} = A2A.Client.get_task(client, "tsk-abc123")

  



    

  
    
      
    
    
      list_push_configs(target, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list_push_configs(target(), String.t(), keyword()) ::
  {:ok, [A2A.PushNotificationConfig.t()]} | {:error, term()}


      


Lists every push notification config registered for a task.
Options
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms


  



    

  
    
      
    
    
      new(url_or_card, opts \\ [])



        
          
        

    

  


  

      

          @spec new(A2A.AgentCard.t() | String.t(), keyword()) :: t()


      


Creates a new client struct.
Accepts a URL string or %A2A.AgentCard{}. Options are forwarded to
Req.new/1 for customizing the HTTP client (headers, timeouts, etc.).
Examples
client = A2A.Client.new("https://agent.example.com")
client = A2A.Client.new(card, headers: [{"authorization", "Bearer token"}])

  



  
    
      
    
    
      parse_extensions_header(response)



        
          
        

    

  


  

      

          @spec parse_extensions_header(Req.Response.t()) :: [String.t()]


      


Parses the A2A-Extensions header from a Req.Response. Returns the
list of extension URIs the server activated for the corresponding
request, or [] if the header is absent.
HTTP headers may appear as a single comma-separated value or as
multiple repeated headers; both are handled.

  



    

  
    
      
    
    
      resubscribe(target, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec resubscribe(target(), String.t(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, term()}


      


Reattaches to a running task's event stream via SubscribeToTask.
Returns {:ok, stream} for a task still in progress. The first element is
the task as it stands; subsequent elements are %A2A.Event.StatusUpdate{}
structs, and the stream ends when the task reaches a terminal state.
A task that does not exist answers TaskNotFoundError and one that has
already finished answers UnsupportedOperationError — both come back as
{:error, %A2A.JSONRPC.Error{}} rather than an empty stream.
Events produced before the subscription are not replayed, so a caller that
needs the full history should pair this with get_task/3.
Options
	:history_length — number of history entries to include in the snapshot
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms

Examples
{:ok, stream} = A2A.Client.resubscribe(client, "tsk-abc123")
Enum.each(stream, &IO.inspect/1)

  



    

  
    
      
    
    
      send_message(target, message, opts \\ [])



        
          
        

    

  


  

      

          @spec send_message(target(), A2A.Message.t() | String.t(), keyword()) ::
  {:ok, A2A.Task.t() | A2A.Message.t()} | {:error, term()}


      


Sends a message to an agent via SendMessage.
Returns {:ok, task} on success, or {:ok, message} when the agent
answers out-of-band with a bare %A2A.Message{} — SendMessageResponse
is a Task/Message oneof, so match on the struct to tell them apart.
Returns {:error, reason} on failure. The message can be a string, an
%A2A.Message{}, or a list of parts.
Options
	:task_id — continue an existing task
	:context_id — set the context ID
	:configuration — MessageSendConfiguration map
	:metadata — arbitrary metadata map
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms

Examples
{:ok, task} = A2A.Client.send_message(client, "Hello!")
{:ok, task} = A2A.Client.send_message(client, "More info", task_id: task.id)

  



    

  
    
      
    
    
      set_push_config(target, config, opts \\ [])



        
          
        

    

  


  

      

          @spec set_push_config(target(), A2A.PushNotificationConfig.t(), keyword()) ::
  {:ok, A2A.PushNotificationConfig.t()} | {:error, term()}


      


Registers a push notification config for a task.
The config's :task_id names the task; :id is assigned by the server
when left nil. Returns the stored config.
Options
	:headers — additional HTTP headers
	:timeout — HTTP request timeout in ms

Examples
config = %A2A.PushNotificationConfig{
  task_id: "tsk-abc123",
  url: "https://example.com/webhook",
  authentication: %{scheme: "Bearer", credentials: "s3cret"}
}

{:ok, stored} = A2A.Client.set_push_config(client, config)

  



    

  
    
      
    
    
      stream_message(target, message, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_message(target(), A2A.Message.t() | String.t(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, term()}


      


Sends a message and returns a stream of decoded SSE events.
Uses SendStreamingMessage to receive server-sent events. Returns
{:ok, stream} where the stream yields decoded structs
(%A2A.Task{}, %A2A.Event.StatusUpdate{}, %A2A.Event.ArtifactUpdate{},
or %A2A.Message{}).
Options
Same as send_message/3.
Examples
{:ok, stream} = A2A.Client.stream_message(client, "Count to 5")
Enum.each(stream, fn
  %A2A.Event.StatusUpdate{final: true} -> :done
  event -> IO.inspect(event)
end)

  



  
    
      
    
    
      version(response)



        
          
        

    

  


  

      

          @spec version(Req.Response.t()) :: String.t() | nil


      


Returns the negotiated A2A protocol version from the server's
A2A-Version response header, or nil if the header is absent.

  


        

      


  

    
A2A.Plug 
    



      
Plug for serving A2A agents over HTTP.
Handles agent card discovery (GET), JSON-RPC dispatch (POST), and SSE
streaming. Works standalone with Bandit or mounted inside Phoenix via
forward.
Usage
# In a Phoenix router:
forward "/a2a", A2A.Plug, agent: MyAgent, base_url: "http://localhost:4000/a2a"

# Standalone with Bandit:
Bandit.start_link(plug: {A2A.Plug, agent: MyAgent, base_url: "http://localhost:4000"})
Options
	:agent — GenServer name or pid of the agent (required)
	:base_url — the public URL of the agent endpoint. Required unless
always provided at runtime via put_base_url/2. When nil, agent
card requests raise ArgumentError.
	:agent_card_path — path segments for the agent card endpoint
(default: [".well-known", "agent-card.json"]). Set to false to
disable built-in agent card serving — useful when you want to serve
the card from a custom route using A2A.get_agent_card/2.
	:json_rpc_path — path segments for the JSON-RPC endpoint
(default: [])
	:agent_card_opts — keyword options forwarded to
A2A.JSON.encode_agent_card/2
	:last_modified — DateTime served as the agent card's
Last-Modified header (default: DateTime.utc_now() at init/1).
Under Phoenix's plug macro init/1 runs at compile time, so the
default is the build time — which is accurate, since the card is
itself a compile-time literal. Called directly, it is boot time.
The card also carries a sha256 ETag and
Cache-Control: public, max-age=300.
	:metadata — static metadata merged into every JSON-RPC call
(default: %{}). Useful for deployment-level metadata like
%{"env" => "prod"}. Overridden per-request by put_metadata/2.
	:resubscribe_timeout — how long a tasks/resubscribe stream waits
without an event before closing, in ms (default: 60_000). A task that
never reaches a terminal state would otherwise hold its connection
process open indefinitely.
	:authorize_task — optional authorization callback for task-scoped
operations. Called as (operation, task, context) before returning,
canceling, or listing tasks, and before any push notification config
operation. operation is one of :get, :cancel, :list,
:resubscribe, :push_set, :push_get, :push_list, or
:push_delete — the push
operations are distinct so an authorizer can grant read access to a
task without also granting the ability to rewrite its webhooks.
Denied requests return TaskNotFoundError so task IDs are not leaked.
	:extensions — list of A2A.Extension modules (or {module, opts}
tuples) declaring protocol extensions this server supports. Required
extensions are validated against the client's A2A-Extensions
request header; missing required extensions return
ExtensionSupportRequiredError (-32008). The server sets the
A2A-Extensions response header to the URIs that were activated.
Declarations are merged into capabilities.extensions on the
served agent card.
	:versions — list of supported A2A protocol versions as
Major.Minor strings (default: A2A.Version.supported_default/0,
currently ["0.3", "1.0"]). The client's A2A-Version header is
normalized to Major.Minor and validated against this list;
unsupported versions return VersionNotSupportedError (-32009).
Missing/empty headers are treated as "0.3" (spec §3.6.2). The
negotiated version is echoed in the A2A-Version response header.

Per-Request Overrides
Use put_base_url/2 and put_metadata/2 in an upstream plug or
Phoenix pipeline to set per-request values. These are stored in
conn.private[:a2a] following the Ash/Absinthe convention.
plug :set_tenant_a2a

defp set_tenant_a2a(conn, _opts) do
  conn
  |> A2A.Plug.put_base_url("https://#{conn.host}/a2a")
  |> A2A.Plug.put_metadata(%{"tenant_id" => conn.assigns.tenant_id})
end
Metadata Merge Order
Metadata is merged in three layers (later wins):
	:metadata from init/1 (static defaults)
	put_metadata/2 on conn (per-request)
	"metadata" from JSON-RPC params (per-call from client)


      


      
        Summary


  
    Functions
  


    
      
        get_base_url(conn)

      


        Returns the per-request base URL, or nil if not set.



    


    
      
        get_metadata(conn)

      


        Returns the per-request metadata, or nil if not set.



    


    
      
        put_base_url(conn, url)

      


        Stores a per-request base URL in conn.private[:a2a].



    


    
      
        put_metadata(conn, metadata)

      


        Stores per-request metadata in conn.private[:a2a].



    





      


      
        Functions


        


  
    
      
    
    
      get_base_url(conn)



        
          
        

    

  


  

      

          @spec get_base_url(Plug.Conn.t()) :: String.t() | nil


      


Returns the per-request base URL, or nil if not set.

  



  
    
      
    
    
      get_metadata(conn)



        
          
        

    

  


  

      

          @spec get_metadata(Plug.Conn.t()) :: map() | nil


      


Returns the per-request metadata, or nil if not set.

  



  
    
      
    
    
      put_base_url(conn, url)



        
          
        

    

  


  

      

          @spec put_base_url(Plug.Conn.t(), String.t()) :: Plug.Conn.t()


      


Stores a per-request base URL in conn.private[:a2a].
Use this in an upstream plug or Phoenix pipeline to override the
base_url configured at init time.

  



  
    
      
    
    
      put_metadata(conn, metadata)



        
          
        

    

  


  

      

          @spec put_metadata(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Stores per-request metadata in conn.private[:a2a].
This metadata is merged between the init-time :metadata and the
per-call JSON-RPC "metadata" field.

  


        

      


  

    
A2A.Plug.Auth 
    



      
Plug middleware for A2A agent authentication.
Extracts credentials from incoming requests based on configured security
schemes and delegates validation to a user-supplied verify callback.
On success, the verified identity is stored in conn.private[:a2a][:auth]
where A2A.Plug can forward it to the agent as context.metadata["a2a.auth"].
Usage
# In a Phoenix pipeline or plug pipeline, before A2A.Plug:
plug A2A.Plug.Auth,
  schemes: %{
    "bearer_auth" => %A2A.SecurityScheme.HTTPAuth{scheme: "bearer"}
  },
  verify: &MyApp.Auth.verify_a2a/3

forward "/a2a", A2A.Plug, agent: MyAgent, base_url: "..."
Options
	:schemes — %{String.t() => SecurityScheme.t()} mapping scheme names
to their definitions (required)
	:verify — (scheme_name, credential, conn) -> {:ok, identity} | {:error, reason}
callback for credential validation (required)

	:security — [%{String.t() => [String.t()]}] list of security
requirement alternatives. Each map requires all its schemes (AND); the
first fully-satisfied alternative wins (OR). Defaults to each scheme as
an independent alternative.
	:exempt_paths — list of path_info lists that bypass authentication
(default: [[".well-known", "agent-card.json"]])
	:realm — realm string for WWW-Authenticate headers (default: "a2a")

Verify Callback
The callback receives the scheme name, extracted credential, and conn:
def verify(scheme_name, credential, conn)
Where credential is:
	String.t() for Bearer tokens, API keys, OAuth2, OpenID Connect
	{username, password} for HTTP Basic auth

Must return {:ok, identity_map} or {:error, reason_string}.

      


      
        Summary


  
    Functions
  


    
      
        get_identity(conn)

      


        Returns the authenticated identity from conn.private[:a2a][:auth], or
nil if no identity is stored.



    


    
      
        put_identity(conn, identity)

      


        Stores an authenticated identity in conn.private[:a2a][:auth].



    





      


      
        Functions


        


  
    
      
    
    
      get_identity(conn)



        
          
        

    

  


  

      

          @spec get_identity(Plug.Conn.t()) :: map() | nil


      


Returns the authenticated identity from conn.private[:a2a][:auth], or
nil if no identity is stored.

  



  
    
      
    
    
      put_identity(conn, identity)



        
          
        

    

  


  

      

          @spec put_identity(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Stores an authenticated identity in conn.private[:a2a][:auth].
Called automatically on successful authentication, but also available
for use in custom auth plugs that want to integrate with A2A.Plug.

  


        

      


  

    
A2A.Plug.JWTVerifier 
    



      
JWT verification utilities for A2A principal authentication.
Provides JWT verification for authenticating principals (users, agents, or
services) accessing A2A endpoints. Signature verification is delegated to
Joken/JOSE rather than hand-rolled crypto.
Features
	JWT signature verification via Joken (HS256)
	Expiration (exp) and not-before (nbf) validation with clock-skew tolerance
	Issuer and audience verification
	Configurable required claims (default: ["sub"])

Usage with HMAC (HS256)
# Configure HMAC-based JWT verification
verifier = A2A.Plug.JWTVerifier.new(
  secret: "your-secret-key",
  algorithm: "HS256",
  issuer: "https://auth.example.com",
  audience: "a2a-api"
)

# Use with A2A.Plug.Auth
plug A2A.Plug.Auth,
  schemes: %{
    "jwt_auth" => %A2A.SecurityScheme.HTTPAuth{scheme: "bearer"}
  },
  verify: fn _name, token, _conn ->
    A2A.Plug.JWTVerifier.verify(verifier, token)
  end
Configuration Options
	:secret — HMAC secret key (for HS256)
	:algorithm — Signature algorithm: "HS256" (default: "HS256")
	:issuer — Expected issuer claim (optional)
	:audience — Expected audience claim (optional)
	:required_claims — List of claim names that must be present (default: ["sub"])
	:clock_skew — Allowed clock skew in seconds (default: 60)

This module is only compiled when both :plug and :joken are available.
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          @type claim_map() :: %{required(String.t()) => any()}
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          @type verifier() :: %{
  secret: String.t() | nil,
  algorithm: String.t(),
  issuer: String.t() | nil,
  audience: String.t() | nil,
  required_claims: [String.t()],
  clock_skew: non_neg_integer()
}
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          @spec new(keyword()) :: verifier()


      


Creates a new JWT verifier configuration.
Accepts a keyword list of options. See the module documentation for
the full list of supported keys.
Examples
iex> v = A2A.Plug.JWTVerifier.new(secret: "s3cret")
iex> v.algorithm
"HS256"
iex> v.required_claims
["sub"]

iex> v = A2A.Plug.JWTVerifier.new(secret: "s", issuer: "iss", clock_skew: 120)
iex> {v.issuer, v.clock_skew}
{"iss", 120}
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          @spec verify(verifier(), String.t()) :: {:ok, claim_map()} | {:error, String.t()}


      


Verifies a JWT token and returns the claims.
Performs the following checks in order:
	Decodes and validates the JWT header (algorithm match)
	Verifies the cryptographic signature via Joken
	Validates required claims, issuer, audience, expiration, and not-before

Returns {:ok, claims} on success or {:error, reason} with a
human-readable description of what failed.
Examples
verifier = A2A.Plug.JWTVerifier.new(secret: "my-secret")

case A2A.Plug.JWTVerifier.verify(verifier, token) do
  {:ok, claims} -> IO.inspect(claims["sub"])
  {:error, reason} -> IO.puts("Auth failed: #{reason}")
end
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